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REVIEW 

From Assoc. Prof. Dr. Iskra Vladova-Nedkova, 

Appointed as a member of a scientific jury by Order RD 09-47 of 

Director of the Institute for State and Law at the Bulgarian Academy  

 of Sciences for the award of the educational and scientific degree of doctor in  

Area of Higher Education 3. Social, economic and legal sciences,  

professional field 3.6. Law/Criminal Procedural Law, 

Topic of the dissertation: Proof through traffic data in Bulgarian criminal 

proceedings 

PhD student: Bogdan Radoslavov Mlachkov 

Bogdan Radoslavov Mlachkov, Master of Laws of Sofia University "St. 

Kliment Ohridski" of 2013, is a candidate for the educational and scientific degree 

of Doctor. 

Since October 2014, he has been an expert in the Directorate for 

International Legal Cooperation and European Affairs, Department for 

Cooperation in Criminal Matters at the Ministry of Justice. In the period 2017-

2018, he was Criminal Attaché at the Permanent Representation of the Republic 

of Bulgaria to the European Union in connection with the holding of the Bulgarian 

Presidency of the Council of the European Union, and in 2018 he was Vice-

Chairman of the Working Party on Criminal Matters (COPEN). 

From the professional biography of the candidate clearly stands out his 

lasting interest in the criminal sciences, while at the same time traceable reveals 

the origin and consistent development of his research focus on the specific issues 
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of the dissertation. In addition, his professional and practical experience in the 

field in question is noteworthy, which further enriches and gives applied value to 

the scientific research carried out. 

Since July 2024, Bogdan Mlachkov has been enrolled as a doctoral student 

in criminal proceedings at the Institute of State and Law at the Bulgarian Academy 

of Sciences. As a doctoral student, he actively participates in scientific forums by 

preparing and publishing reports and scientific articles. 

Bogdan Mlachkov has a rich scientific and applied production. 

The general list of publications contains data for more than 10 titles, 

including reports from scientific conferences and articles, some of which on the 

topic of the dissertation. 

Bogdan Mlachkov’s main scientific contributions are contained in his 

dissertation on ‘Proof through traffic data in Bulgarian criminal proceedings. The 

dissertation is 209 pages long, including content and bibliography. The number of 

footnotes is 484. The work is characterized by a structure including an 

introduction, four chapters and a conclusion. 

The first chapter of the dissertation examines traffic data in the context of 

the concept of ‘electronic evidence’. Already at this initial stage of the study, the 

doctoral candidate formulated his first proposal de lege ferenda concerning the 

need to unify the conceptual apparatus in the Criminal Code and the Code of 

Criminal Procedure, arguing that the terms ‘computer data’ and ‘computer 

information data’ should be replaced by the term ‘electronic evidence’. 

This part of the work also includes the proposal to separate e-evidence as 

an independent category of evidence, motivated by its specific nature, which, 

according to the doctoral student, does not allow it to be unequivocally attributed 

to either material or non-material evidence. This thesis has the potential to initiate 

an in-depth scientific discussion, which can be considered a significant 
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contribution of the study. 

Next, a clear distinction is made between the concepts of ‘evidence’ and 

‘objective form of evidence’, analysing the situations in which the medium 

containing electronic evidence acquires the status of material evidence or 

objective form of material evidence created under the Code of Criminal 

Procedure. 

The concept of ‘traffic data’, viewed as a type of electronic evidence, is also 

examined in detail, in comparison with other relevant categories – subscriber data, 

location data and content data. 

The dissertation presents and analyses the framework at European Union 

level, including Directive 2002/58/EC concerning the processing of personal data 

and the protection of privacy in the electronic communications sector (‘e-

Privacy’), as well as Directive 2006/24/EC on the retention of data generated or 

processed in connection with the provision of publicly available electronic 

communications services or of public communications networks, in view of their 

importance for the data retention for the purposes of criminal proceedings in the 

Member States. 

The second chapter of the dissertation deals with the basics of the data 

retention derived from the case law of the Court of Justice of the European Union, 

focusing on the impact of this activity on fundamental rights – the right to privacy, 

the protection of personal data, freedom of expression and others. Key judgments 

of the Court’s case law are analysed in detail, including those in Digital Rights 

Ireland (2014), Tele2 Sverige/Watson (2016), and Joined Cases C-511/18, C-

512/18 and C-520/18 (2020). Based on this analysis, reasoned conclusions on 

possible guidelines for regulatory improvement at both national and European 

level are made. 

In chapter three, the doctoral student focuses on the function of traffic data 

as a source of evidence in criminal proceedings. The trend towards an increase in 

cases in which this type of data has significant probative value has been 
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convincingly demonstrated, while extending the scope of the offences in which 

they are used – not only in the case of computer crimes under Chapter Nine ‘a’ of 

the Criminal Code, but also in the case of traditional general compositions. 

The development of the national legal framework on traffic data retention 

between 2008 and the present is followed, with particular attention to the 

Constitutional Court ruling of March 2015, as well as the subsequent legislative 

amendments to the Electronic Communications Act and the Code of Criminal 

Procedure. The provision of traffic data by service providers as a means of proof 

within the meaning of the Criminal Procedure Code is also analysed, in view of 

its systematic place in the regulation of procedural acts of search and seizure, as 

well as the processes for verifying and evaluating the collected data as evidence. 

It also examines the possibility of including traffic data collected outside 

criminal proceedings under the Electronic Communications Act in the body of 

evidence without the need to collect them again, in the light of the principles of 

procedural economy and effectiveness of the investigation. 

Chapter Four focuses on the collection of traffic data in criminal 

proceedings with a cross-border element. Based on statistical data showing that 

approximately 55% of investigations require cross-border access to e-evidence, 

the importance of the issue under consideration and the practical value of the study 

in this part are convincingly justified. The principles and institutes of international 

cooperation in criminal matters have been analysed with the necessary 

thoroughness. 

In this context, relevant international and European instruments are also 

considered, including the Convention on Mutual Assistance in Criminal Matters 

between the Member States of the European Union, Directive 2014/41/EU 

regarding the European Investigation Order, the 2001 Cybercrime Convention and 

its Second Additional Protocol, as well as the most recent EU law instruments - 

Regulation (EU) 2023/1543 and Directive (EU) 2023/1544. 
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It is clear from the above that the topic chosen by the candidate and the 

scope in which it is developed are highly topical. In addition, the dissertation is 

the first comprehensive and in-depth study dedicated to the proof through traffic 

data and its place and importance in the Bulgarian criminal proceedings. 

The main dignity of the reviewed work is that it is not limited to outlining 

the existing problems, but offers their in-depth research and reasoned derivation 

of the relevant conclusions on a topic of key importance for criminal procedural 

law and its practical application. The analysis is based on an interpretation of 

relevant provisions of three legal orders – national, international and European 

Union law – and covers also the relevant case law of both national courts and the 

Court of Justice of the European Union. 

The skillful combination of the legal, comparative and historical legal 

methods contributes to the high quality of the research. Statistical data are also 

presented and analysed, which, although unconventional for research in the field 

of criminal procedure, significantly enrich the exposition and give additional 

credence to the advocated theses. 

The rich bibliography of 84 titles impresses, using scientific sources in three 

foreign languages: English, German and French. This is an undeniable testament 

to the thoroughness of scientific research and broad theoretical awareness, and 

adds additional weight to the work. 

An essential dignity of the dissertation work is the consideration of the 

institutes of international cooperation in criminal matters, taking into account the 

frequent presence of a cross-border element in this category of criminal 

proceedings, which in turn gives the study relevance and practical significance. 

The expressed academic self-confidence of the doctoral student is noted, 

which is reflected in the reasoned formulation and assertion of theses which go 

beyond the established and widely accepted in the scientific literature 

understandings. This tendency to originality and independent thinking testifies to 
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the pursuit of scientific contribution, while setting high demands on the degree of 

justification and evidential support for the conclusions drawn. 

The work is distinguished by an abundance of proposals de lege ferenda, 

aimed at improving the current legal framework, which the doctoral student 

reaches consistently and reasonably during the course of the study. The formulated 

conclusions are distinguished by clarity and confidence, reflecting a desire for 

practical applicability and contribution to the development of the subject under 

consideration. 

The dissertation work is also distinguished by clearly identifiable 

contribution points, some of which are expressed in the following reasoned 

proposals formulated by the doctoral student: 

1. Harmonisation of the conceptual system in the Criminal Code and the 

Criminal Procedure Code with regard to the terms and ‘computer data’ and 

‘computer information data’, using instead the concept of ‘electronic evidence’; 

2. Separation of e-evidence as a separate category of evidence alongside 

material and non-material due to their specific nature; 

3. Establishment of two approaches for retaining traffic data to be applied 

alternatively or cumulatively: limited data retention and renewable (periodic) 

retention orders; 

4. Unification of the prerequisites for the collection of traffic data under 

the Criminal Procedure Code and the Electronic Communications Act; 

5. Provision in the Law on the Liability of the State and Municipalities for 

Damages of liability for damages caused to citizens by the investigating 

authorities, the prosecutor's office or the court, in case of unlawful provision of 

access to traffic data; 

6. Establishing of a procedural order (in the Criminal Procedure Code) for 

notifying the person in respect of whom data has been requested under Article 
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159a CPC in cases where this will not impede the conduct of criminal proceedings, 

as well as a similar order for notification when the act has been carried out under 

the Electronic Communications Act; 

7. Harmonisation of the regulatory procedure for the use of special 

intelligence means (under the Special Intelligence Means Act) and the provision 

of traffic data (under the Electronic Communications Act) when taking into 

account the specificities and sensitivity of traffic data and correspondence 

(content data) as types of electronic evidence; 

8. Ratification of the Second Additional Protocol to the 2001 Convention 

on Cybercrime and instituting corresponding amendments to the national legal 

framework with a view to its implementation; 

9. Amending Article 159a of the Criminal Procedure Code in view of the 

need to ensure the application of the concept referred to in Article 3, p. 10 in 

conjunction with Article 4, par. 2 of Regulation (EU) 2023/1543 ‘data requested 

for the sole purpose of identifying the user’; 

10. Adoption in the Criminal Procedure Code of an explicit restriction on 

the immediate taking of evidence, including traffic data, with regard to a person 

with immunity (except in cases where the person with immunity has suffered from 

the criminal act committed), in so far as his criminal inviolability resulting from 

the immunity would otherwise be rendered meaningless (in accordance with the 

case law of the Constitutional Court). 

The autoreferate prepared by the doctoral student contains in a precise and 

systematic form all the necessary structural elements, as the reference for the 

scientific contributions correctly and accurately reflects the results actually 

achieved with the dissertation. 

I find no grounds for making critical remarks regarding the structure and 

content of the study. In addition, in view of the high scientific value of the work, 
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I strongly recommend that after carrying out certain modifications in accordance 

with the requirements of the respective type of publication, it should be issued as 

a monograph. Such a publication would undoubtedly fill an existing gap in the 

scientific understanding of the problems related to traffic data and their place in 

the criminal proceedings. 

In conclusion, based on the assessment of the submitted materials 

concerning the scientific and applied activities of Bogdan Radoslavov Mlachkov, 

I consider that the results achieved by him fully comply with the requirements laid 

down in Article 6(3) of the Law on the Development of Academic Staff in the 

Republic of Bulgaria. The dissertation contains scientific and applied results that 

represent an original contribution to the relevant scientific field and convincingly 

testify to the applicant's in-depth theoretical knowledge in the field of criminal 

sciences, as well as to developed skills for conducting research independently. 

In view of the above, and on the basis of Article 10(1) of the same Law, I 

give my categorically positive assessment of the dissertation on ‘Proof through 

traffic data in Bulgarian criminal proceedings and propose that the honourable 

scientific jury award Bogdan Radoslavov Mlachkov the educational and scientific 

degree of doctor. 

Iskra 
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