PELLEH3UA

oT gou. a-p MNayHura Muxannosa lNetposa

Y/sieH Ha Hay4yHOTO Xypwu cbraacHo 3anosed Ne PA-09-68 ot 25.09.2025r. Ha npod. a-UNpeHa
Unuesa, Aupektop Ha WMHCTUTYTA 32 AbprKasaTta U npasoto npu BbAH OTHOCHO OTKpuTa
npoueaypa 3a 3alWMTa Ha AMCEpPTaUMOHEH Tpya 3a npuaobusaHe Ha obpasosaTesHaTa U
Hay4Ha cTeneH , A0KTOp“ B 061acT Ha BUclwe obpasoBaHuMe 3. CoumanHu, CTONAHCKU U NPaBHU
HayKu, npodecnoHanHo HanpasneHue 3.6. MpaBo, AOKTOPCKa Nporpama ,MexayHapoaHo
NpaBo N MeXAyHapoAHU OTHOWeEeHNA”

Ha AucepTaunoHHuA Tpya Ha MaprapuTa EBreHneBa OiiconoBa — 3a04eH SOKTOPAHT KbM
cekuma ,MexayHapogHonpaBHM Haykn“ Ha MHCTUTYTa 3a AbpKaBaTa M npaBoTo npu BAH

Ha Tema: ,,PernameHTaumaTa Ha KubepcurypHocrtta B EBponeiickua cbto3s — npobaemu n
nepcneKktTusu”

YBaXKaemu 4sieHoBe Ha HAay4YHOTO XKypw,

JokTtopaHTbT Mapraputa EBreHnesa Oiconosa e 3aBbpinaa MHGopmaunMoHHa CUIYpPHOCT
B YHMBepcuTeT no 6ubamvotekosHaHue U MHPOPMALMOHHU TexHosormn /6akanasbpcka u
mMmarmcrbpcka creneH/ npes 2018r.. Ot 01.02.2021r. e 3ayncneHa 3a 33J04YeH AOKTOPAHT B
AOKTOPCKA nporpama ,MexayHapoaHO NpaBo U MeXAYHAapOAHM OTHOLWEHMA” KbM CeKumA
,MexayHapoaHonpaBHU HaykK“ Ha MHCTUTYTa 3a AbprKkaBaTta M npaBoTo npu BAH ¢ HayyeH
pbKkoBoguten npod. A-p MpeHa MUnmesa, a Ha 01.02.2025r. cnep u3TUMYaHe Ha CPOKa Ha
OOKTOpaHTypaTa 1 € OoTYMCNeHa C NpaBo Ha 3awmTa. Mapraputa OiliconoBa e eKkcnepT no
MpeXKoBa M MHPOPMALMOHHA CUFYPHOCT B MOCAEAHUTE FOAWHM OT NPOdecnMoHaNHOTO CU
pa3BuTME, a Npeamn ToBa e buna peaakTop Ha cn. ,lpaBHa MUCBAY N agMUHUCTPATOP Ha
KOMMNKOTPU U MpeXn B UHCTUTYT 3a AbprKaBaTa 1 NpaBoTo Npu BAH, KaKTO 1 YieH Ha ekuna 3a
ynpasneHne Ha [lporpama BG15 HopBeKku ¢uHaAHCOB MexaHM3bm (2009-2014) B
MUWHUCTEPCTBO Ha NpPaBOCHAMETO M KOOPAMHATOP Ha HAUMOHANHWA OpraHM3aLUOHeH
KOMUTET Ha 75-Ta KoOHpepeHuua Ha CBeTOBHATA acouMaums nNo mexayHapoaHo npaso (ILA)
kbm PoHpaumsa ,KoHdepeHuma Ha CBeTOBHaTa acoumaumsa MO MeEXAYHAapOAHO NpaBo —
Codua“.

I AKTyanHOCT N 3HAYUMOCT Ha TemaTa

AKTyanHoOCTTa Ha TemaTa ce obycnaBA OT HapaCTBALLOTO 3HAaYeHUEe Ha KMbepcurypHocTTa
KaTO K/OYOB e1EMEHT Ha HaLMOHaHaTa, eBponenckaTa n rnobanHata curypHocT. B epaTta Ha
umdposaTta TpaHchOpMaLMA BCUYKKM chepn Ha OOLLECTBEHMA U MKOHOMMUYECKMA KUBOT — OT
nybanyHaTa aAMUHUCTPALMA U eHepreTUKaTa A0 34paBeonasBaHeTo M (MHAHCUTE — ca
3aBUCUMM OT cTabunHa 1 3aWwmnTeHa HPOPMALMOHHA MHPPACTPYKTYpa. PA3KOTO yBenMYaBaHe
Ha KmbepaTaKuTe, BKAKOUMTENHO CpeLly CTpaTernyecku ob6eKkTW, MHCTUTYUMM n busHecu B



AbpXKaBUTe YNeHKn Ha EC, nokassa HeO6XO,CI,MMOCTTa oT ed)eKTMBHa npaBHa “
MHCTUTYUNOHA/THA PaMKa 3a npeBeHUunA, 3alinta U pearnpaHe npn MHUNLEHTHN.

B TO31 KOHTEKCT EBpONEncKMAT Cbio3 Npeanpuema NoceA0BaTe/IHM MEPKU 3a U3rparkaaHe
Ha obwa KMbepcurypHocTHa apxmTeKkTypa. NpuemaHeTto Ha Aunpektusa (EC) 2022/2555 (NIS
2), AKTbT 3a KnbepcurypHoct (PernamenT (EC) 2019/881) n HoBUTE MHMLMATUBM 33 AnrntanHa
Espona n Kubepwut Ha EC nokassaT, ye KuMbepcurypHocTTa ce MnpeBpblia B OCHOBEH
npuoputeT Ha Cbto3a. Te3n aKTOBe LENAT XapMOHM3MpPaHe Ha NpaBwuaaTa, 3acu/iBaHe Ha
CbTPYAHUYECTBOTO MENKAY AbPrKABUTE UYIEHKU U Cb34aBaHE Ha MEXaHW3MM 3@ KOHTPOA U
ceptudunumpaHe Ha KnbepycToMYMBOCTTA Ha YCAYTU U NPOAYKTU.

OT 6barapcka rnegHa Todka TemaTa e 0cobeHOo aKTyasiHa, Tbi KaTo CTpaHaTa e 4yacT oT
oblWoTO eBponencko KMbepnpocTpaHCTBO W cAedBa Aa aganTupa HauMOHANHOTO CcuU
3aKOHOAATe/ICTBO B CbOTBETCTBUE C EBPOMNENCKUTE CTaHAAPTU. Bbarapua npegnpue CTbku ¢
npMemaHeTo Ha 3akoHa 3a KubepcurypHoct (2019 r.), HO ocTaBaT Npean3BUKaTE/ICTBa,
CBbP3aHu ¢ ePpEeKTUBHOTO NpunaraHe Ha anpektueuTe Ha EC, ykpensaHe Ha KanauuTeTa Ha
NHCTUTYUMUTE N nogobpaBaHe Ha KOOPAMHALMATA MEXAY NYBANYHMA U YaCTHUA CEKTOP.

AKTyanHOCTTa Ha M3C/ie[BaHeTO ce 3acCh/Ba M OT NEPCNeKTUBHUA XapaKTep Ha Temarta —
6baewmTe npeaM3BUKATENCTBA HA M3KYCTBEHWA MHTENEKT, MHTEepHeT Ha HewaTta (loT),
KBAaHTOBUTE TEXHO/MIOTMU W KMBepnpecTbNHOCTTa WM3UCKBAT HENPEeKbCHaTO pPas3BUTME Ha
npasBHaTa ypeaba. B To3n cMUCHA, M3C/1eABaHETO Ha pernameHTaumnsaTa Ha KubepcurypHocTTa
B EC He camo oTpassaBa HacToAwWwMTe NPoHAEMM, HO U OYepTaBa CTPATENMUYECKUTE HACOKM 3a
N3rpakaaHe Ha CUTypHa, YCTOMUYMBA U KOHKYPEHTHa AUrMTanHa cpeaa B EBpona.

3HaYMMOCTTa Ha TemaTa ,PernameHTaumaTa Ha KubepcurypHocTTa B EBponeiickuma cbtos —
npobaemun 1 NepcrneKkTMBU” ce NPOABABA KaKTO B TEOPETUYEH, TaKa U B MPAKTUYECKMN acnekT.
OT TeopeTWyHa rneaHa TouKa, TA obeguHsABa BbMPOCUTE HA MEXAYHApPOAHOTO MPaBo M
npasoTo Ha EC, npaBOTO Ha BbTPELLHWA Na3ap, 3aWmuTaTa Ha IMYHUTE AAHHKU, KAKTO U NPaBOTO
Ha HauMOHaHaTa U obLecTBEeHaTa CUTypHOCT. KnbepcurypHocTTa NnpeacTaBasaBsa AMHAMUYHA
N MEXAYCEeKTOPHa NpaBHa MaTepusa, KOATO U3MCKBA M3rPayKAaHETO Ha UANOCTHA KOHUenumsa
3a ynpaB/ieHWe Ha PWUCKOBETE M CbTPYAHMYECTBO MEXKAY MHCTUTYUMWM Ha HALMOHAJHO,
HagHALMOHANHO U rNobanHOo paBHULLE.

MpaKTnyeckaTa 3HAYMMOCT Ha TEMaTa NPOU3TUYA OT HEOHXOAMMOCTTA AbPXKABUTE YUNEHKH,
BKNOUUTENHO Bbarapua, Aa nsrpagat ehekTMBHU MexaHU3MU 3a NMPEBEHLMA U pearMpaHe Ha
Knbep3sannaxu. Knbepataknte Beye He 3acarat Camo OTAENHW MPEXU UAN UHCTUTYLMU, a
NPeAcTaBnABaT 3anjaxa 3a WKOHOMWYEcKaTa CTabuaHOCT, OO6LlecTBeHUa peg w
AEMOKpPATUYHMUTE npouecn. B To3n cmucbn npaBHaTa ypegba Ha KubepcurypHocTTa ce
NpeBpbLLA B HEPA3AE/HA YacT OT HaLlMOHaNHATa CUTYPHOCT U 3allMTaTa Ha OCHOBHUTE NpaBa
Ha rpaxgaHure.

3HaYMMOCTTa Ha TemaTa ce 3aCW/1Ba U OT HEMHUA CTPaTerMyeckM NoTeHLMan 3a Pa3BUTUETO
Ha EBponerickua cblo3 KaTto rnobaneH nvaep B AWUrMTanHaTa TpaHchopmaumsa U
TEXHO/IOrMYHaTa Hes3aBucumocT. Cb3gaBaHeTO Ha eAuMHHa eBponeiicka pamKa 3a
KMbepcuUrypHoCT AonpuHacA 3a NoBMIIABaHe Ha A0BepueTo B uudpoBuTe ycayru, 3a



CTabMNHOCTTA HA BBTPELIHMA Nas3ap U 3a U3rpaxKLaHeTo Ha CUrypHa M yctolumsa undposa
MKOHOMMUKA.

Il. Obwa xapaKTepUCTUKa Ha gucepraymaTa

MpeacraBeHaTta auceptauma Ha Tema: ,PernameHTtaumsaTa Ha KubepcurypHocTTa B
EBponeickuma cbvto3 — npobnemun n nepcnektnem” e 8 o06em ot 270 CTpaHULW, BKAKOYUTENHO
CbAbPKAHWE, CMUCBbK Ha M3MOA3BaHUTE CbKPALLEHWs, W3M0/A3BaHA TEPMMUHONOTUA,
6ubanorpadma, cNUCbK Ha M3NON3BAHUTE AOKYMEHTU M 3aKOHM M CMUCBK Ha M3NON3BAHU
HOPMAaTMBHM aKTOBE.

YBOABT NpeAcTaBA KOHTEKCTA, aKTya/IHOCTTA M 3HAYMMOCTTA Ha TemaTa, KaTo nogyepTasa
LEeHTPaNHaTa pond Ha MpeXuTe U MHPOPMALMOHHUTE CUCTEMMU 33 PYHKLMOHUPAHETO Ha
CbBPEMEHHOTO 06LEecTBO U MKOHOMMKA. M3TbKBa ce, 4Ye umdpoBusaumatTa M 6bP30TO
HaB/IM3aHe Ha TexHonoruute cned naHgemuaTta ot Covid-19 npeBpbluaT KMbepcUrypHocTTa B
Kno4oB ¢aKkTop 3a obuwecTBeHaTa M MKOHOMMYECKaTa CTabuAHOCT. ABTOPBT MOCOYBa, Ye
BbMNPEKM HanpeabKa, HMBOTO HA CUIYPHOCT OCTaBa HeAOCTaTb4yHO, MOPagM /Auncata Ha
npuHumMna ,secure by design“ u orpaHuyeHoTto ceptudunumpare Ha WUKT npoayktu. Tosa
nopaxaa ya3BMMOCTM M HegoBepue cped noTpebutennte, Kakto U Heobxogmmoct oT
LUSANOCTHA NPaBHa pernameHTaumns Ha KNbepnpocTpaHCTBOTO.

B yBOZa Ce aKUEeHTMpPa BbpXy ETUMHUTE 3MEPEHMA Ha KubepcurypHocTTa — KnbepeTtukara,
pasrnexgaHa KaTo npeceyHa TOYKA MeXAy NpaBo, €TMKa W TexHonornu. MN3segeHo e
3HAYeHMEeTo Ha eBPONENCKUTE MHULMATMBU B Tasn obnacT — CTpaTermarta 3a KubepcurypHocT
(2020), Oupektusute NIS 1 NIS2, cb3gaBaHeTo Ha ENISA n O6wms pernameHT 3a 3aWwmTa Ha
AaHHUTe (GDPR), KoMTO dopmMpaT UHTErpMpaHa cMctema OT MPaBHU M €TUYHWU CTaHOAPTH,
LenAWm Aa nocTurHat 6anaHc mexay CUrypHoCT M 3alunTa Ha OCHOBHUTe npaBa. OTbenassa
ce M AuncaTa Ha UANOCTHO u3cneaBaHe B ObarapckaTa HayydHa auTepaTtypa, obxBawialo
BCMYKM aKTOBe Ha EC, perynmnpawm knbepcmrypHocTTa.

OnpeaeneHu ca uenTa v NnpegMeTsbT Ha TpyAa — Aa Ce Hanpasu NbJ/ieH Nperne U aHanuns
Ha HOpMaTMBHaTa W cTpaTernyeckata ypeaba Ha EBponeiickusa cbto3 B obnactta Ha
KMBEepCUrypHoCTTa, BK/IOYMTENHO CTpaTerMu, pernameHTM M AMPEKTUMBU, KaKTo M ga ce
NaeHTMOMUMPAT MPOMNYCKM U BB3MOMKHOCTM 33 YCbBbPLUEHCTBAHE Ha 3aKoHoAaTenHaTa
paMKa.

dopMynnpaHn ca TesaTta, LenTa U OCHOBHUTE M3CNe[0BaTe/ICKM 33434M, CBBP3AHU CbC
CcbbupaHe, cUCTEMATU3MPAHE W aHANM3 Ha MNPaBHWUTE aKTOBE, M3C/Ae[BaHE Ha TexHUTe
cnaboctn n n3roteaHe Ha npepnoxeHusa de lege ferenda. OcHoBHaTa Te3a rnacu, ye EC e
MOCTUIHAN 3HAYMTENEH HaNpPeabK B U3rPaXKAAaHETO Ha 3aKOHOAATe/ICTBO MO KMBEepCUrypHoCT,
HO CblLECTBYBaT MPOMYCKM, KOUTO cnefBa na 6baatT nNpeosoneHn ypes akTyanansauua u
BK/IIOYBAHE Ha HOBUTE 3aniaxu.

M3noxKeHa e MeTo40/10rMATa Ha U3caeaBaHeTo, OCHOBaHa Ha Teneo1ornyeH, NCTOPUYECKHN,
nHTEPONCUUNNNINHAPEH U d)OpMal'IHO-I'IOI'VI‘-IeCKVI noaxona, Kakto U Ha aHa/in3 Ha HOpPMaTUBHU
dKTOBE, AOKYMEHTU N EKCNEPTHUN UHTEPBIOTA.



B yBOAa ce NOCOYBAT M O4AKBAHUTE Pe3yNTaT — LANOCTEH Nperaes Ha 3aKOHO4aTe/ICTBOTO
Ha EC no KubepcmrypHoCTTa, CMCTEMATU3aLMA Ha aKTOBETE M OLLEHKA Ha TAXHaTa ePpeKTUBHOCT.
OuepTaBa Ce CTPYKTypaTa Ha TpyAa, BKAOYBAlWLA TPM OCHOBHWM [NAaBM: aHaAU3 Ha
CTpaTernyeckntTe  AOKYMEHTW, pernamMeHTUTe U aupekTmBute B obnactta  Ha
KnbepcurypHocTTa.

M3KNOUMTENHO MO/Ie3Ha M LieHHa € BK/IYeHaTa CnpaBKa C M3MON3BAHUTE TEPMUHWU, B
KOATO e O06ACHEHO TAXHOTO CbAbp}KaHMe. ToBa NomMara 3a MO-J1€CHO OpUEeHTUpPaHe Ha
IOPUCTUTE U HECMEeLMaNUCTUTe B cneunduKknTe Ha maTepmaTa, CBbp3aHa c KubepcurypHocTTa.

B nbpBa rnaBa OT AMCEpPTALUMOHHUA Tpya, o3arnaseHa ,CTpaTerMyeckn AOKYMeHTW”,
AVNCEPTAHTBLT pPasr/ieraa OCHOBHUTE CTPATErMYEeCKN AOKYMEHTa Ha EBponelickuna cbios, KoUTo
n3rpaxkaaT KOHUenTya/iHaTa pamMKa Ha eBporneickaTta noauTuKa no kubepcurypHoct. ToBa ca
nsete CrpaTtermm Ha EC 3a kubepcurypHoct ot 2013 n 2020 r., CrpaTternsata Ha Cbto3a 3a
curypHoct u Ctpateruarta 3a uMpposmsmMpaHe Ha GUHAHCOBUTE YCAYTW.

B AucepTauuATa e M3ACHEHa PONsATa Ha CTpaTerMyecknte AOKYMEHTU KaTo OCHOBA 3a
AbATOCPOYHO NAaHUPaHe, KoopAuHauMa U onpeaensHe Ha npuoputetM B obnactta Ha
KnbepcurypHocTTa. ABTOPbT NoAYepTaBa, ye ypes TAx EBponenckuAT cbio3 uenm ga ocurypm
BMCOKO HMBO Ha 3allMTa Ha MpexuTe U WMHPOPMALMOHHUTE CUCTEMW, O3 MNOBULIU
YCTOMUYMBOCTTA CpeLLy KnbepaTaku 1 aa rapaHTMpa curypHa umMdpoBa cpeaa 3a rpaxaaHute u
6usHeca.

ducepTaHTbT NpocneanBa eBOOLMATA HA CTPAaTErMYECKOTO MUCNEHE B pamKuTe Ha EC —oT
nbpeaTta Ctpaterna ot 2013 r., NOCTaBMNA OCHOBUTE HA O6LLNTE NPUHLUNN U NPUOPUTETHU, A0
aKTyanusmpaHaTa Ctparterma ot 2020 r., B KOATO ce BbBEXAA MHTErpupaH noaxon, obxealual,
MKOHOMMYECKUTE, MOIUTUYECKUTE U BOEHHUTE aCnNeKkTn Ha Knbep3sannaxuTe. AKLLEHTUMPAHO e
BbPXY CTPEMENKA KbM YeAHAKBABAHE Ha CTaHAAPTUTE 33 CUTYPHOCT MEXAY ObPXKaBUTE YNEHKU
n nogobpaBaHe Ha KOOPANHAUMATA NPU TPAHCTPAHUYHWN UHUMAEHTMN.

B amcepTtaumaTa e BKAKOYEH U aHanm3 Ha CTpaternaTa 3a egmHeH umdpos nasap ot 2015 .
M HelHaTa akTyaamsaumsa oT 2025 r., HacoyeHM KbM YycKopaBaHe Ha uudposaTa
TpaHcdopMaumA, YKpensaHe Ha BbTPELWHMA Nasap U Cb3gaBaHe Ha HOPMATMBHA paMKa 3a
eTnyHa n 6esonacHa ynotpeba Ha U3KYCTBEHMA NHTENEKT.

OuncepTaHTsbT pasrnexga u Ctpaternata Ha EC 3a Cbio3a Ha CMrypHOCTTA, KOATO aKUEHTUPA
BbPXYy KMbepaTaKkMTe KAaTO KOYOB PUCK 33 06LLECTBEHATA U MHCTUTYLMOHANHA CUTYPHOCT U
NnocTaBs yaapeHue Bbpxy GOPMUPAHETO Ha KYATYpa Ha KMBepCcurypHocT 1 KnbepxmrueHa.

MocnepgHata aHanusupaHa CrtpaTerva 3a umdposusMpaHe Ha OUHAHCOBUTE YCAyru e
npeAcTaBeHa KaTo MHCTPYMEHT 3a U3rparkAaHe Ha KOHKYPEHTEH, YCTOMYMB M KubepcurypeH
¢$MHaAHCOB CeKTOp, OCHOBAH Ha MHOBaLUMMK U AoBepue.

CnepoBaTtesiHO, B I1aBa MbpBa aBTOPBLT AEMOHCTPMPA CUCTEMEH W aHAAUTUYEH NoAxoa,
oyepTaBalKKM cTpaTernyeckaTa pamka, upes Koato EBponenckMAT Cblo3 nociefoBaTeNHo
pasBMBa W YKpenea MOAUTMKATA CU MO KUBEPCUTYPHOCT, MHTErpUMpanku TEXHONOTUYHM,
NPaBHU U ETUYHU U3MEPEHMUA.



BbB BTOpa rnaBa OT AMCEPTaLMOHHUA TPyA, O3arnaBeHa ,PernameHtn B obnactra Ha
KMBEepCUrypHOCTTA”, AMCEPTAHTLT pPasriexga M aHaausupa OCHOBHUTE PErnameHTU Ha
EBponeincKkMA Cblo3, KOUTO U3rPaXKAaT NpaBHATa paMKa Ha KnbepcurypHocTTa U undposata
3awmTa. B M3cnepBaHeTO e MOCTaBeH aKUEHT BbpXy B3aMMOBPbB3KaTa  MeXay
KMbBepcurypHocTTa, €eneKkTpoHHaTa WaeHTUOMKaALMA, 3awuTaTa Ha JIMYHUTE [LAHHU U
onepaTMBHATA YCTOMYMBOCT Ha LNMPPOBUTE TEXHONOTUN.

ABTOPDBT aHanu3mpa PernameHTa 3a eNeKTPOHHA MAEHTUPUKALUMA U YAOCTOBEPUTENHM
ycnyrn (elDAS), KoMTO cb3gaBa cUCTEeMa 3a CUTYPHU ENEeKTPOHHM TPaHCaKuuu mexay
rpaxkaaHute, busHeca n nybaMYHUTE MHCTUTYUMK. B gucepTaumaTa ce nogyepTaBa ponsata My
3a M3rpaxgaHe Ha gosepue U ePpeKTUBHOCT NPU ENEKTPOHHUTE YCAYTU U TbPrOBUA B PAMKUTE
Ha BbTpeLwHMA nasap Ha EC.

[uncepTaHTbT pasrnexkaa noapobHo n PernameHT (EC) 2016/679 (06w, pernameHT OTHOCHO
3awmTaTa Ha gaHHute — GDPR), KoliTo ykpensa npasaTa Ha rpakAaaHUTe No OTHOLWIEHME Ha
06paboTBAHETO Ha /IMYHM OAHHM U OCUTYpABa MPO3PAYHOCT M CUTYPHOCT MNPU TAXHOTO
n3nonssaHe. B Ta3u Bpb3Ka e aHanu3mpaH u PernameHt (EC) 2018/1725, KoiTo ypexaa
06paboTBAHETO Ha JIMYHU AAHHWU OT MHCTUTYLMUTE U OpraHuTe Ha EBpOMNencKus cbio3 U
OCUrypaBa CbrnacyBaHoOCT ¢ HopmuTe Ha GDPR.

B guceprtaumata e BkatodeH n Pernament (EC) 2017/2394 OTHOCHO CbTPYAHWYECTBOTO
MeXAy HaUMOHANHUTE OpraHu, OTrOBOPHWM 3a 3almMTaTa Ha noTpebutenute. ABTOPHT
oT6ena3Ba HeroBMA NPUHOC 3a 3aCMU/IBaHE Ha KOHTPOA NPU TPAHCTPAHMYHN HAPYLLEHMA U 33
MOZEpPHM3NPAHE Ha B3aMMOALENCTBMETO MeXKAy AbpXKaBUTe UYNEHKM B WHTEpec Ha
notpeburtenuTe.

OcobeHo BHMMaHMe e oTaeneHo Ha PernameHT (EC) 2019/796, KoinTo cb3aaBa pamMKa 3a
pearMpaHe npu KubepaTakm M BbBENKAA OrPaHUUYUTE/NIHW MEPKU Cpelly Auua uau
opraHuMsaumu, 3ameceHM B KubepaTaku. [AucepTaHTbT nogyepTaBa HeroBata poss 3a
nogobpaBaHe Ha KOOpPAMHAUMATA M TOTOBHOCTTA Ha AbpXKaBUTE YNEHKU NpuU
KMbepuUHUNAEHTN.

BaxkeH akueHT npeactasnaAsa M Pernament (EC) 2019/881 — Tt.Hap. AKT 3a
KnbepcurypHocTTa, C KOMTO Ce 3acuniBa ponsaTa Ha AreHumaTa Ha EBponenckua cbio3 3a
KnbepcurypHoct (ENISA) n ce cb3gaBa eBponeiicka pamka 3a cepTuduumpaHe Ha WUKT
NPOAYKTU 1 ycnyru. Tol ce pasriexaa Kato KAKYOB MHCTPYMEHT 32 OCUTypABaHE HA BUCOKO
HWBO Ha J0BepME M YCTOMYMBOCT B LMdppoBaTa cpeaa Ha Cbio3a.

B aucepraumata e aHanmsmpaH u PernamenT (EC) 2021/887, ¢ KoMTO ce cb3gasaT
EBpONENCcKMAT UEHTbP 3a MPOMMULLNEHWN, TEXHONOTUYHWU U M3CNEeAO0BATE/NICKM EeKCMepTHU
NMO3HaHUA NO KWMBEpPCUTypHOCT U MpeXKa OT HaUMOHA/NHM KOOPAMHALMOHHU LIEHTPOBE.
ABTOPBT nogyepTaBa, 4Ye Te3n CTPYKTYpPU YKpenBaT CbTPYAHMYECTBOTO, OoBMeHa Ha
MHPOPMaLMA U MHOBALMUTE MEXKAY ObPKABUTE YIEHKMW.

Hakpaa e pa3srnesaH PernameHt (EC) 2022/2554 — Digital Operational Resilience Act
(DORA), KOlTO LEenn ga rapaHTMpa YCTOMYMBOCTTA Ha PUHAHCOBUA CEKTOP CpelLLy KubepaTaku



ype3 BbBeXAaHE Ha €eaUHHU NpaBuaa 3a CUTYPHOCTTA Ha MH(I)OpMaLI,MOHHMTe Cnctemmn Ha
d)MHaHCOBMTe UHCTUTYUNN.

CnepoBaTtenHo, AWCEPTAHTBLT YCMEWHO € cucTematmsmpan u obobwmn npuetute
pernameHTn, Kouto GopmupaT KOMMNEKCHA WM B3aMMOCBbP3aHa HOPMATMBHA paMKa 3a
KnbepcurypHocTTa B EBponeiickmaA cbio3. Ypes Tax ce ocurypsasaT NpPaBHWU, OPraHU3aLNOHHN U
TEXHUYECKM MEXaHM3MM 33 3alMTa Ha JIMYHUTE AAHHW, rapaHTMpaHe Ha CUFYPHOCTTA Ha
undpoBUTE YCAYTU M YKPENBaHE HA YCTOMYMBOCTTA HA KPUTUYHATA MHPPACTPYKTYpa.

B TpeTa rnaBa oOT AMcepTauMOHHMA TpyA, o3arnaseHa ,[AuvpekTvBn B o0b6nacTTa Ha
KMbepcurypHoCTTa“, ANCEepPTaHTLT aHAaNM3NPa OCHOBHUTE AUPEKTUBU Ha EBponeinckua cbios,
KOUTO pernamMeHTMpaT MpaBHUTE, OPraHM3aLUMOHHUTE W TEXHUYECKMTE acneKkTM Ha
CUrypHOCTTa B LMPOBOTO NPOCTPAHCTBO.

ABTOP®T 3ano4Ba ¢ aHanun3 Ha [upektusa 2009/136/EO, KoATo yperkaa obpaboTkaTa Ha
JIMYHM AaHHM M 3alMTaTa Ha NPaABOTO HAa HEMPUKOCHOBEHOCT B CEKTOPA HAa €NEKTPOHHUTE
KOMYHUKauun. Tasm pgupekTuBa NpencTaBaABa BarKHA CTbMKA KbM OCbBPEMEHABAHE Ha
npaBHATa pamKa B 06/1acTTa Ha eNeKTPOHHUTE CbODLLLEHMS, KaTO BbBEXAA ACHU NpaBmaa 3a
3aLLMTa Ha IMYHUTE AaHHMU, YKPENBaA A4OBEPMETO B UMPOBUTE YCAYTMN U rapaHTMpPa NpaBaTta Ha
notpebutenute. B KOHTEKCTa Ha 6bP30 pa3BMBALLUTE CE TEXHONOIMU TA Ce ABABA OCHOBEH
WMHCTPYMEHT 3@ NOCTUTaHEe Ha CUTypHa W Npo3payHa undposa cpeaa.

B nocnenoBaTeNHOCT ANCEPTAHTLT pasrnexaa u Anpektusa 2013/40/EC oTHOCHO aTakuTe
cpewy UHPOPMALMOHHUTE CUCTEMM, C KOATO CE XapMOHM3MpPA HAKA3aTeNHOTO MPaBO Ha
AbpXKaBuTe YNeHKM B bopbaTa cpelyy KnbepnpectbnneHumaTta. C Hes ce BbBeXA4aT MUHUMATHU
CTaHOAPTU 3a KPUMMHaNM3MpaHe Ha KubepaTakMTe M Cce MNOCTaBA aKUEHT BbpXY
CbTPYAHMYECTBOTO MENKAY AbPXKABUTE UYNEHKM WU MEXAYHAPOAHMUTE OpraHmMs3aumm 3a
NPOTMBOAENCTBME HA NOA0OHM 3aniaxu.

B auceptaumata e aHanmsmpaHa u upexktusa 2007/64/EQ OTHOCHO NAaTEXHUTE YCAYrn
BbB BbTPELIHMA Nasap, YNATO LLen e Aa XapMOHU3Mpa NpasBmaaTta 3a NaaTeXHUTe onepaumu,
[a 3aCMNM 3almTaTa Ha notTpebuTtenmte U ga ocUrypu nNo-roasma nNpPo3padvyHocCT U CUrypPHOCT
NpU eNIeKTPOHHUTE NNallaHns. IncepTaHTbT Nnog4yepTaBa HEMHUA NPUHOC 33 U3rpakaaHe Ha
€AVHEH nasap 3a NJaTeXHW yCAyrm U HacbpyaBaHe HA KOHKYPEHUMATA U MHOBALMMTE B TO3M
CeKTop.

ABTOpbT pasrnexkaa v OupektnBa (EC) 2015/1535, cBbp3aHa C npoueaypute 3a
yBegomaABaHe Ha EBponenckaTta KOMUCUMA OTHOCHO TEXHUYECKUTE pernaMeHTM 1 NpasmaaTa 3a
ycnyrmte Ha WHGOpPMaUMOHHOTO ob6uwecTBo. Ype3 HeAa ce uenn npenoTBpaTABaHE HaA
TbProBCcKM Hapuepm M ocurypasaHe Ha NPO3PAYHOCT NPU BbBEKAAHETO HAa HALMOHANHU
TEXHUYECKM U3NCKBAHMA, C KOETO Ce YKpensa BbTPeLWHUAT nasap Ha EBponenckma coios.

B rnasata e BK/AtO4YeH 1 aHanu3 Ha Oupektusa (EC) 2016/680, n3sectHa KaTto [MpeKTnsara
3a NOJINLENCKOTO U CbAebHO CbTpyAHMYECTBO B 06/1aCTTa Ha 3aWMTaTa Ha IMYHUTE AaHHKU. TAa
ycTaHoBABa HanaHc mexay HeobxoAMMoCTTa OT ePeKTMBHO NpaBonpuaaraHe 1 3almTaTa Ha
OCHOBHOTO MpPaBO HAa HEMPUKOCHOBEHOCT Ha JINYHUA XKMBOT, KaTO BbBEXAA YHUDMUMPAHU
CTaHAapTH 3a 06paboTKa Ha NMYHM AaHHWU OT KOMMNETEHTHUTE OPraHu.



CblLeCTBEHO MACTO 3aema M pasrnexpgaHeto Ha Aupektnsa (EC) 2016/2102 oTHOCHO
AOCTbMHOCTTAa Ha yebcalToBeTe M MOOMAHUTE NPUNOXKEHMA HA OpraHM3auuuTe oT
obuwecTBeHNs cekTop. Tasu AMPEKTMBaA LenAn MNOCTUraHe Ha Mo-rofiiMa AOCTbMNHOCT Ha
nyb6anyHUTE ycnyrn, ocobeHo 3a xopaTa C yBpeXKAaHuaA, Ypes BbBeXKAaHe Ha XapMOHU3MpPaHU
CTaHAAPTW 33 ONepaTUBHOCT, HAAEKAHOCT W PAa3MNO3HABAEMOCT Ha AUrnTanHUTE NaathopmMu.

[OncepTaHTbT OTAENA BHUMAHUE U Ha ABETE KAOYOBU AMPEKTMBU B 061aCTTa Ha MpeXoBaTa
“ MHPOpPMaLMOHHaTa curypHocT — npektmea (EC) 2016/1148 n akTyanusmpaHaTta i Bepcusa
OnpekTnea (EC) 2022/2555. Te ca npeAcTaBeHM KaTo OCHOBOMO/1aralm NpaBHU MHCTPYMEHTH,
ypes KOUTO ce um3rparkaa obuia pamka 3a BMCOKO HMBO Ha CUTYPHOCT Ha MpEXuUTe U
MHPOPMALMOHHUTE CUCTEMMU. B TAX ce npeaBMKAa Cb3AaBaHe Ha HALUMOHANHM KOMMNETEHTHU
OpraHu, W3roTBAHE Ha HAUMOHANHM CTpaTerMm 3a KMBepcurypHocT U 3acuieHo
CbTPYAHUYECTBO Ha CTPATErM4yeCcKo U TEXHUYECKO PaBHULLE MeXAY ObprKaBUTE YNEHKN.

PasrnepaHa e u Aupektnsa (EC) 2022/2557 OTHOCHO YCTOMYMBOCTTa Ha KPUTUYHUTE
cybeKTH, KoAaTo ce GOoKycMpa BbPXy 3alMTaTa Ha OCHOBHUTE MpPEXKN U MHOPACTPYKTYpU cpeLty
HOBOBB3HMKBALWLM 3aniaxu, MpoM3TUYaWM OT uudpposBM3aumaTa Ha o0bLWecTBOTO W
MKOHOMMKaTa.

[OncepTaHTbT noayeprtaBa, yYe pasrnefaHuTe AMPEKTUBM MMAT CUCTEMEH M B3aMMHO
[ONb/IBALL, Ce XapaKTep, U3rparkaankn eaMHHa HOPMaTMBHA PaMKa, KOATO rapaHTMpPa BUCOKO
HMBO Ha 3aWmTa Ha uudpoBaTa cpeda, YKpPensa YCTOMUMBOCTTA Ha KpUTUYHATA
NHPPACTPYKTYPa M OCUTYpPsABa NPMUAAraHETO Ha eANHHWN CTaHAAPTH B Lenva EBPONencku cbios.
3a BCAKa OT aHaM3MpaHWUTE AUPEKTUBM e NpeaocTaBeHa MHOOPMaUMA OTHOCHO HEMHOTO
TpaHCMoHMpaHe B 6bArapckoTO 3aKOHOAATE/NICTBO, KOETO npuAaBa Ha M3cnenBaHeTo
NPaKTMYecKa HacoYeHOCT M NOBULLABa HeroBaTa NPUIOXKHa CTOMHOCT.

B 3ak/nt04eHNETO AMCEPTaHTLT e 0606lWMA HaNPaBeHOTO MPOyYBaHe Ha HOPMATUBHUTE
aKkToBe Ha EBponeiickma cbto3 B 061acTTa Ha KMBepcurypHocCTTa, KaTto e cucTemaTusnpan m
aHanu3npan cTtpaterun, pernameHT n aupektnseu, npmetn cneg 2000 r. U3segeH e uANOCTeH
npernes Ha 3aKOHOAATENCTBOTO, Ype3 KOWTO e W3ACHEeHa MpaBHaTa paMKa Ha
KMbepcurypHocTTa 1 B3aMMOBPB3KUTE MEXAY OTAENHUTE aKTOBE. AKLLEHT € NOCTaBeH BbPXY
HOBUTE MEXaHU3MM 3a CbTPYAHMYECTBO Ha pasHuLLe Cbto3, NOBMLLABAHETO Ha HaUMOHaIHUTe
Kanauutety W BbBeXAAHETO Ha ob6woeBponenckM npasuna 3a ceptuduunpaHe u
CaHKLUMOHMPaHe Ha Knbep3sannaxm.

[OucepTaHTbT e pasriedan ponata Ha EBponeickaTta areHums 3a KubepcurypHoct (ENISA),
HOBMWTE NPaBMUIa B TEZIEKOMYHMKALIMOHHUA CEKTOP M Cb3aaBaHeTo Ha EBponelickaTa cxema 3a
cepTudMLMpaHe, KaTo e noaYepTan 3HAYEHMETO Ha 3allMTaTa ,o0lle NPU NPOoeKTUpaHeTo”.
OT6enA3aHo e, Ye HOPMATUBHWUTE AKTOBE 3acAraT Pas3/IMYHU LENEBU TPYNU — TFPaXKAaHMU,
noTpebuTenn n onepaTopu Ha OCHOBHM YC/YTM, KaTO NOBULWIABAT TAXHATa MHPOPMUPAHOCT U
HMBOTO Ha 3aluuTa.

B 3aKntouyeHMEeTo Ha TpyAa Ce CbAbpiKa KPUTUYHA OLLEHKA 3a C/I0KHOCTTA U HeeaHAKBOTO
npuaaraHe Ha 4acT OT aKTOBEeTe, 0COBEHO AMPEKTUBUTE, KAaKTO M MpernopbKa 3a Mo-ACHO U
KOOPAMHMPAHO 3aKOHOAATENCTBO Ype3 CbTPYAHMUECTBO MEXKAY MHCTUTYUUUTE U HayYyHUTe

cpeam.



OVCcepTaHTbT e M3MbAHWA nocnegHaTa CU M3CNefoBaTesICKa 3ajaya, KaTto e M3roTsua
npeanoxenua de lege ferenda Kakto B OTAENHUTE TrnaBu, Taka M 0606WeHN B
3aKkNounTeNHaTa YacT. Pa3paboTkaTa e npeacTaBeHa KaTo MbpBOTO B Ob/rapckata Hay4yHa
nMTepaTtypa  UANOCTHO WU CUCTEMATM3MPAHO WU3cneABaHe Ha BTOPUYHOTO NpPaBO Ha
EBponencKkma cbto3 OTHOCHO KMbepcurypHocTTa.

ONCcepTaHTbT € NPUNoKUA 1 Bubnmorpadcka cnpasBka, KOATO CbAbpKa: 18 N3TOYHULM HA
ObAraPCKU e3UK U 16 — Ha aHIIMIMCKM e3UK. M3N0oN3BaHMAT HOPMATMBEH MaTepuan u Apyru
AOKYMEHTU Ca M3HEeCEHWU CblUO B OTAENEH CNUCBLK. NoCOYEHM ca U UHTEPHET U3TOYHULM.
Bbnpekn oTHOCUTENHO ManKusa 6pon n3non3BaHM MoHorpadum u ctatnumn, bubamnorpadckarta
CNpaBKa e HanbJ/IHO aAeKBaTHa Ha TemaTa U CbAbPXKAHMETO Ha AUCEePTaUNMOHHNA Tpya. TemaTa
€ CUJIHO HOPMATMBHA M cneundmryHa, KaTo GOKYCHT € NOCTAaBEH BbPXY aHa/M3 HA MbPBUYHOTO
M BTOPUYHOTO NpaBo Ha EBponeickus cbio3. Mopagn ToOBa OCHOBHUAT U3TOYHUK Ha
MHbopmauma ca obuuManHUTEe pernameHTn, AUPEKTUBU, CTPaTermm U pelleHMa Ha
€BPONENCKUTE MHCTUTYUMM, a He obemHa TeopeTuyHa AuTepaTypa. B TO3M KOHTEKCT
orpaHuyeHaTa 6ubnuorpaduma He e bener Ha HeAOCTATbYHOCT, @ Ha LE/NEHACOYEHOCT U
meToAonornyecka npeumsHoct. Cneasa ga ce otvyete M PaKTbT, Ye KMbepcurypHoctTa e
AWHaMMYHa M CPaBHUTE/IHO HOBA 06/1aCT Ha MNpPaBOTO, B KOATO HayyHuTe nybavkauumm,
0cob6eHo Ha 6b/IrapCcKM e3UK, Ca BCe OLLe OrpaHMyYeHn. ToBa NpasBu n3bpaHnTe U3TOYHULM OLLe
No-UeHHW, Tbi KaTo OTPa3ABaT Hali-aKTya/IHOTO CbCTOSAAHME Ha HayyHaTa U HopmaTuBHa basa.

CnepoBaTtesiHO, MaNKUAT BPOI U3TOYHUUM He HaManABa HayyHaTa CTOMHOCT Ha TpyAa, a
HanpPOTUB — NoAYepTaBa YMEHWETO Ha AMCepPTaHTa Aa Ce/eKTMpPa CbliecTBeHaTa MHpopmauma
M O3 U3rpaam apryMeHTaumata cv BbPXy HOPMATUBHO TOYHM M KOHLEMTYa/IHO 3HAYMMMU
[OKYMEHTU U1 NybAnKauuu.

l1l. OueHKa Ha Hay4yHaTa HOBOCT, HayYHUTE U NPUNOXHKHU NPUHOCU

AucepTaumMoHHMAT Tpya, nNpeactaBnaBa  NbpBOTO  UANOCTHO U CUCTEMATU3MPAHO
nscnepBaHe B b6barapckata npaBHa AuTepaTypa, MOCBETEHO Ha BTOPMYHOTO MPaBO Ha
EBponelickuA cbto3 B obnactta Ha KnbepcurypHoctTa. HoBoCTTa ce n3pasaAeBa B LAJIOCTHUA
06XBaT M aHA/NIMTUYHOTO NpPeACTaBAHE Ha CTpaTernuTe, pernaMmeHTUTe U ampektTmeuTe Ha EC,
KaKTO M B CbMNOCTABUTENIHUA aHA/IU3 MeXAY Pa3/IMYHUTE CTpaTerMyeckn AoKymeHTn (2013—
2025 r.), KOMTO oYepTaBa EBONOLMATA HA eBpONelickaTa NOIMTUKA MO KNBEepCUrypHocT.

KOHKpeTHUTe Hay4YHU U NPaKTUYECKN NPUHOCKU, KOUTO MOraT Aa Ce OT/InYaT, ca cnegHuTe:

e [TbpBO LANOCTHO U3cnenBaHe B bBbarapma Ha BTOPUYHOTO NpaBo Ha EBponelickuA cbio3
B 06/1aCTTa Ha KNbepcurypHocTTa.

e CUCTEMATM3AUMA U CUHTE3 Ha CbLLECTBYBALUMTE CTPATEMMN, PEFNTAMEHTU U ANPEKTUBU
Ha EBponelickuA cbto3, pasriefaHn B TAXHATa B3aMMOBPB3Ka M NOCeA0BaTENHOCT.

e AHanu3 Ha ocHOBHUTe Npobiemn n cnabocTn B AencTBaLW,aTa HOpMaTMBHA ypeaba Ha
EC oTHOCHO KMbepcurypHocTTa.



e  ®dopmynmpaHe Ha KOHKPeTHU Npeanoxerua de lege ferenda B ceaem HanpasneHua —
aKTyanu3MpaHe Ha NpaBHaTa pamKa, yegHAKBABAHE Ha NpWaaraHeTo M B AbprKasBuTe
YNeHKW, NpeoaonsaBaHe Ha NpaBHaTa HECUrypHOCT, 3acuiBaHe Ha CaHKUWOHHUTE
MEXaHM3MMK, YKpenBaHe Ha aAMUHUCTPATUBHMA  KamauuTeT, pasBuMTME Ha
MeXXAYHApPOAHOTO CbTPYAHUYECTBO M NOBULLABAHE Ha AMUIUTaIHATa rPamMOTHOCT.

e CpaBHWUTENEH aHaNM3 Ha CTpaTernmyecknte AOKYymeHTM Ha EC B obnactta Ha
KMbepcurypHocTTa, BKAUNTENHO cTpaTernuTe 3a 2013 1 2020 r., KaKTo U 32 eAUHHUA
undpos nasap (2015 n 2025r.).

e VHTepaucuUUNInMHApPEH NPUHOC, N3pas3eH B NPUNOKUMOCTTA Ha pe3yaTaTuTe He Camo B
nNpaBHATa HayKa, HO U B TeXHUMYECKUTE U MHPOPMALMOHHUTE U3CNeABaHWUA, Ypes
ocuUrypaABaHe Ha ACHA W cucTemaTM3MpaHa npeacraBa 3a  M3MCKBaHWATA U
nepcnekTuBUTe Ha KnbepcurypHoctTa B EC.

e HoB noaxoA B NpeAcTaBAHETO Ha NPABHUTE aKTOBE — CUHTE3MPAHE Ha CbAbPKAHNETO
Ha CNOXHW HOPMATMBHWU AOKYMEHTWM MO HAYMH, AOCTbNEH W 3a HEepPUCTU, KoeTo
noanomara paswunpaBaHe Ha ayauTopuATa M MOBULLIABA MpaBHaTa KyaATypa B Tasu
coepa.

e VHTerpupaHe Ha aHa/an3a Ha TPAHCNOHMPAHETO B HALLMOHANHOTO 3aKOHOAATE/ICTBO —
33 BCAIKA AMPEKTMBA € NPOoC/ieAeHO HEMHOTO NpuaaraHe B 6brapckoTo NpPaBo, KOETo
OCUrypABa NPaKTUYECKa CTOMHOCT U HaLLMOHANEH PAaKypC Ha U3CnenBaHeTo.

e [IpocnegssaHe Ha eBOMOLMATA Ha 3aKOHOAATENCTBOTO BbB BpemeTo — uypes
CbMNOCTaBKa MeKay pPa3/IMyHM BepcumM Ha anpektusmn (Hanp. 2016/1148 n 2022/2555)
n ctpatermn (2015 u 2025), KoeTo pa3KpuMBa TEHAEHUMW B pPa3BUTMETO Ha
Knbepperynaumara.

e AKUeHTMpaHe BbpXy Bpb3KaTa MeXKAy NPaBOTO W TEeXHONOTUUTE — aHaAM3 Ha
npeau3BMKaTencTBaTa, MPOU3TMYALWLM OT KBAHTOBUTE KOMMOTPU, ONOKYEH WU
undpoBuUTE BaNyTU, KOETO NOCTABA NPaBHUTE OCHOBM Ha b6baelm perynaumm B EC.

e (O6Bbp3BaHe Ha KMOEPCUTypHOCTTA C MpaBaTa Ha YOBEKa M 3alMTaTa Ha NMYHUTE
OaHHM — pasrnexkgaHe Ha GDPR, elDAS v apyrv akToBe B KOHTEKCTa Ha BanaHca mexay
CUTYPHOCT U HENPUKOCHOBEHOCT.

e [lpeano)eHue 3a BbBexAaHe Ha obpasoBaTeNHU U MHPOPMALMOHHU NOAUTUKM HA
HUBO EC — MHOBaTUBEH eN1eMeHT, KOMTO M3/IM3a U3BBH KAacMyecKkaTa NpaBHa pamKa U
3acAra COUManHOTO U3mepeHune Ha knbepcurypHocTTa.

e [locoyBaHe Ha KOHKPETHW HACOKWM 3a YCbBbLPLUEHCTBaHE Ha 3aKOHOAATENCTBOTO Ha
EBponeiickMA Cblo3 U ObpKaBUTE YNeHKM B chepaTa Ha KubepcurypHoctTa M 3a
YTBbPXKAaBaHEe Ha UHTErpMpaH NoAxXos KbM HEMHOTO peryampaHe.

OVCcepTaumMoHHUAT Tpya, ce OT/IMYaBa C 06XxBaTeH, CUCTEMEH M KOMMAEKCEeH aHanu3 Ha
BTOPUYHOTO NpaBo Ha EBponenckma cbto3 B 06/1aCTTa Ha KNHGEpCUrypHoCTTa, KaTo CbyeTaBa
HOPMATUBEH, CPABHUTENEH U NPUNOXKeH noaxod. NMPUHOCBHT My ce M3passaBa He Camo B
NoApPo6HOTO cMCTEMATM3MPAHE M aHAIMTUUYHO Tb/IKyBaHE Ha K/lOMOBM €BPOMENCKM aKTOBeE,
HO M B Npea/iaraHeTo Ha KOHKPETHU, MPAKTUYECKN OPUEHTUPAHUN PEeLLIEHMA 33 3aKOHOAATE/THO
N MHCTUTYLMOHANIHO YCbBbPLUIEHCTBAHE Ha NOJIMTMKATA No KnbepcurypHocTt B EBponeiickua
Cbto3 1 bvarapua.



IV. OueHKa Ha ny6anKauMmuTte no Temara

Pe3ynTatuTe OT Hay4yHOTO M3cC/eABaHe ca AOCTUIHA/IM PeasiHO A0 HayyHaTa 0bLWHOCT Ypes
Ase nybavKauum no TemaTa Ha AucepTaumaATa, KOMTO ca u3nes3nn ot neyat. EgHa nybankaums
e npueTa 3a nevaT U NpeacTon ny6anKyBaHeTo M.

MbpBata — ,TpaHcnoHupaHe Ha [AdupektmBa (EC) 2016/1148 B 6bArapckoTo
3aKoHoaaTenctso” (2021), e nocBeTeHa Ha BbBEKAAHETO HA M3WCKBAHMATA Ha NOCOYEHaTa
ANPEKTUBA B HALMOHANHOTO 3aKOHOAaTeNcTBo. BropaTta —, AKT 3a KubepcurypHoctra“ (2022),
pasrnexga CbOTBETHMA pernameHT Ha EBponenckmMa Ccbio3, M3BECTEeH KaTto AKT 3a
KnbepcurypHocTTa. TpeTata nybamkauma — ,CbnoctaBka mexay anpektusnute 2016/1148 n
2022/2555" (noa, nevaT), NpeAcTaBA CpaBHUTENEH aHaAU3 Mexay ABeTe AUPEKTUBM Ha
EBponenckma napnameHT U Ha CbBeTa, CBbp3aHM C KubepcurypHocTTa.

My6ankaumMmMTe nNOKasBaT Mnoc/iefoBaTe/IHA HayyHa HACOYEHOCT KbM M3c/iegBaHe Ha
npasHaTa ypeaba Ha KnbepcurypHocTTa B EBponencKkma cbio3 M HEMHOTO OTPaXKeHMe BbPXY
HALMOHA/NHOTO 33aKOHOAATE/ICTBO, KaToO [AOMPMHAcAT 3a 3a4bsiboyaBaHe Ha Temarta,
pasrnexgaHa B ANCEPTALMOHHMUA TPYA.

V. KputnuHu 6enexxku n npenopbku

MpeacTaBeHaTa AMcepTaumsa ce OTNYaBa C ACHO CTPYKTYPUPAHO U3/I0XKEHUe, NorMyecka
nocnenoBaTeIHOCT M AEMOHCTPMpPaA 3aAbA60YEHO NO3HaBaHe Ha HOPMAaTMBHaTa pamKa Ha
EBponelickma cbto3 B ob6sacTTa Ha KubepcurypHocTTa. TpyAbT ce OT/M4YaBa C npeuumsHa
cUCTemaTtmsauma Ha 3HaunTeneH obem cTpaTerMyeckm n NPaBHN AOKYMEHTU U C YMEHMETO Ha
aBTopa Aa ob6xBaHe KOMMIEKCEH M MHOronnAacToB MaTepuan Mo W3KAUYMTENHO aobpe
opraHu3supaH HauymH. Hapen c Tesn 6e3cnopHM HayyHM [0CTOMHCTBA, Morat ga 6baar
HanpaBeHW HAKOJIKO rPaAnBHM BeNexKn 1 NPenopbKn, HacoYeHM KbM 6baello Aopa3BuBaHe
M YCbBbPLUEHCTBAHE HAa U3C/ie4BaHeTO.

Ha nbpBo mActo, 6K 6MAo nonesHo B 6baewm pa3paboTkn fga ce 3agbaboun
CPABHUTENHUAT aHAIN3 Ype3 NO-AETANIHO CbMNOCTaBAHE MeXay ypeabaTta B npaBoTo Ha EC n
YHMBEpCaNHaTa MeXKAyHapoaHonpaBHa ypeaba, KaTo Hanpumep C akToBeTe, MpuUeTu B
pamkuTe Ha OOH. ToBa 61 NO3BOAMIO N3CNeABaHETO Aa ce oboraTu ¢ rnobanHa nepcneKkTnBa
N Oa ce OLEeHM AOKOJKO eBPONenNCKMAT Mogen Ha KMbepcurypHocT ce BNMCBa B CBETOBHMUTE
TeHAeHUMN.

BTopo, nscneasaHeTo 61 morno ga 6bae A0NMb/AHEHO U C KPaTbK 0630p Ha Pa3BUTUETO Ha
H6barapckata HOpMaTUBHA pamKa B obnactta Ha KnbepcurypHoCTTa B MO-TACHA BPb3Ka C
eBponenckata. TakbB noaxog 6M nogyeptan Bpb3KaTa MeXAy HALHAUMOHANHOTO W
HaLMOHANHOTO NPaBo M 61 NOKa3an KOHKPETHUA edeKT Ha eBPONencKMTe perynaumm Bbpxy
HaLMOHaNHaTa NpPaKTKKa.

TpeTo, makap ye 6ubnnorpadpckata 6asa e HaNbAHO afleKBaTHa Ha NpeaMeTa U LenuTe Ha
n3cnepBaHeTo, Npu nocieaBalla pabota moxe Aa ce npeasyan No-wWnpoKo M3noa3BaHe Ha
MEXAYHAaPOAHU HayYHWU U3TOYHMLN, BKAOUYUTENHO AOKNAAN HA U3CNeA0BaTE/ICKU LEeHTPOoBe



n aKageMn4yHu I'Iy6I'IMKaLI,MM OoT Apyrm AObpxXaBu  YNEHKU. Toea 6w 3acuamno
MHTEPANCUUNNNINHAPHNA XapPaKTep Ha WU3CnenBaHETO WU 61 ocurypuno otue no-6orat
CpaBHUTENEH KOHTEKCT.

B 3aKntoueHue, U3NoKeHUTE Benelkku HAMAT KPUTUYEH, a eAUHCTBEHO KOHCTPYKTUBEH
xapakTtep. Te uenaT ga nogyepTanT NoTeHUMaNa Ha U3cneaBaHeTo ga 6bae A0PaA3BMTO B OLLE
No-WMPOKA W WHTEPAUCUMNAMHAPHA Hacoka. AucepTaumata npeactaBisBa Cepuo3eH U
HaBpeMeHeH MPUHOC KbM O6b/IrapckaTa NpaBHa HayKa M MOXe [a MOC/AYXKW KAaTo OTNpaBHA
TOYKa 33 ObaelM akaJeMMUUYHM N NPaKTUYECKN pa3paboTKku B obnacTTa Ha KMbepcurypHocTTa
“ undpoBOTO Npaso.

VI. 3aknoueHue

MpeacTaBeHMAT gUcepTaLMOHEH TPyA Ha Tema ,,PernameHTaumsTa Ha KMbepcurypHocTTa B
EBponelickMa cbio3 — npobnemn M nepcnekTMBM® NpeacTaBAsfBa 3aBbpLUEHO, LANOCTHO,
CUCTEMATM3MPAHO U aHAIMTUUYHO U3CNeABaHe Ha BTOPMYHOTO NpaBo Ha EBpoONenckus cbios B
obnactra Ha KmMbepcurypHocTTa. ABTOPBT € AEMOHCTPUPan 3aababo4yeHO MO3HaBaHe Ha
HOPMaTMBHaTa MaTepus, NOTMYecKa MOCNeAO0BaTE/NIHOCT B M3/IOKEHMETO U yMeHue pAa
0606waBa ronam ob6em NpaBHU U CTPATENMYECKM AOKYMEHTU.

TpyabT MMa ACHa CTPYKTypa, NpeuusHa aprymeHTaumMsa M BUCOKA NPaKTUYecKa CTOMHOCT.
OT/AnYaBa ce HaAYMHbBT, MO KOMTO AMCEPTAHTBLT NpocienABa PasBUTMETO Ha eBponemnckaTa
NOJSIMTUKA MO KUOEpPCUIypHOCT, M3BEXAa Npobiemute Ha MpuaaraHeTo M U npegnara
KOHKpeTHM npenopbku de lege ferenda, HacoyeHN KbM yCbBbPLLUEHCTBAHE HAa HOPMaTMBHATA
PaMKa M NoBULLABaHe Ha HeltHaTa e(eKTUBHOCT.

[vcepTaumaTa Cbabp)Ka KAaKTO TeOpeTUYeH MPUHOC — B CMCTEMATM3AUMATA M MpPaBHUA
aHanM3 Ha MHOrobpoiHuTe akToBe Ha EC, Taka M NPaKTMYECKM NPUHOC — Ypes3 ACHO
bopmynunpaHuTe npepnoxKeHWa 3a nogobpsBaHe Ha 3aKOHOAATENCTBOTO M NONUTUKUTE B
ob6nacTTa Ha KnbepcurypHocTTa. M3cnenBaHETO MOXKE Aa CYMKM KaTo LEHEH U3TOYHUK KaKTO
3a NpaBHaTa HayKa, Taka W 33 MHCTUTYLMUTe, paboTelwm B chepaTa Ha LmbpoBaTa CUTypPHOCT.

HanpaBeHMTe 6enexkn nmat rpagmnBeEH XapaKTep U UEeNAT Oa OYePTaAAT NOTEHUMANa 3a
6bp,eu.|,o Aopa3BnBaHE Ha TeEMaATa 4Ypes3 no—3ap,bn6oqu CpaBHUTENEH U eMINTUPUNYEH aHA/TU3.

B 3aKnoyeHne, ANCEPTALMOHHUAT TPYA OTrOBaps Ha BCUYKM M3UCKBAHWMA Ha 3aKoHa 3a
pa3BUTUE Ha aKAZEMMUYHUA CbCTaB U YTBbPAEHUTE aKaLEMUYHM CTaHAapTKH. [peacTaBeHOTO
nscnepBaHe e 3HaYMM NPUHOC KbM Bbarapckata NpaBHa HayKa M MOKe Aa NOCAYXKM KaTo
OCHOBA 33 ApYyrv 6bAelum HayYHU 1 NPaKTUYeCcKM pa3paboTkm B 061acTTa Ha eBPONEencKoTOo U
HaLMOHaNHOTO Kubepnpaso. MNopaan ToBa AaBam KATEropuMyHa MNOJIOKUTENHA OLLEHKa U
npeanaraM Ha MOYUTAEMOTO HAY4YHO KYpU Aa B3eMe pelleHWe 3a NPUCHHKAAHETO Ha
Maprapwuta EBreHmneBa OiiconoBa Ha ob6pa3oBaTesiHAaTa M Hay4yHa CTeneH ,, AOKTop”.

27.10.2025r. MOAMUC: oo,
/Oou. a-p NayHuta NeTtposa/



REVIEW

by Assoc. Prof. Dr. Paunita Mihaylova Petrova

member of the scientific jury pursuant to Order No. RD-09-68 of 25.09.2025 of Prof. Dr. Irena
Ilieva, Director of the Institute for the State and the Law at the Bulgarian Academy of Sciences,
regarding the open procedure for the defense of a dissertation for the acquisition of the
educational and scientific degree of "Doctor" in the field of higher education 3. Social,
Economic, and Legal Sciences, professional direction 3.6. Law, doctoral program "International
Law and International Relations"

of the dissertation thesis of Margarita Evgenieva Oysolova — part-time doctoral student at
the "International Legal Sciences" section of the Institute for State and Law at the Bulgarian
Academy of Sciences

on the topic: "Cybersecurity Regulation in the European Union — Problems and Prospects"

Dear members of the academic jury,

Doctoral student Margarita Evgenieva Oisova graduated in Information Security from the
University of Library Studies and Information Technologies (bachelor's and master's degrees)
in 2018. On February 1, 2021, she was enrolled as a part-time doctoral student in the doctoral
program "International Law and International Relations" at the "International Legal Sciences"
section of the Institute for State and Law at the Bulgarian Academy of Sciences, with Prof. Dr.
Irena llieva as her academic supervisor. and on 01.02.2025, after the expiry of her doctoral
studies, she was expelled with the right to defend her thesis. Margarita Oysolova has been an
expert in network and information security in recent years of her professional development,
and before that she was editor of the magazine Legal Thought and computer and network
administrator at the Institute for the State and Law at the Bulgarian Academy of Sciences, as
well as a member of the management team of Program BG15 Norwegian Financial Mechanism
(2009-2014) at the Ministry of Justice and coordinator of the national organizing committee
of the 75th conference of the International Law Association (ILA) at the International Law
Association Conference Foundation — Sofia.

I. Relevance and significance of the topic

The relevance of the topic is determined by the growing importance of cybersecurity as a key
element of national, European, and global security. In the era of digital transformation, all
spheres of public and economic life — from public administration and energy to healthcare and
finance — depend on a stable and secure information infrastructure. The sharp increase in
cyberattacks, including against strategic sites, institutions, and businesses in EU member
states, demonstrates the need for an effective legal and institutional framework for
prevention, protection, and response to incidents.



In this context, the European Union is taking consistent steps to build a common cybersecurity
architecture. The adoption of Directive (EU) 2022/2555 (NIS 2), the Cybersecurity Act
(Regulation (EU) 2019/881) and the new initiatives for Digital Europe and the EU Cyber Shield
show that cybersecurity is becoming a key priority for the Union. These acts aim to harmonize
rules, strengthen cooperation between Member States, and create mechanisms for
controlling and certifying the cyber resilience of services and products.

From a Bulgarian perspective, the topic is particularly relevant, as the country is part of the
common European cyberspace and must adapt its national legislation in line with European
standards. Bulgaria has taken steps with the adoption of the Cybersecurity Act (2019), but
challenges remain in terms of the effective implementation of EU directives, strengthening
the capacity of institutions, and improving coordination between the public and private
sectors.

The relevance of the study is also reinforced by the forward-looking nature of the topic—the
future challenges of artificial intelligence, the Internet of Things (IoT), quantum technologies,
and cybercrime require continuous development of the legal framework. In this sense, the
study of cybersecurity regulation in the EU not only reflects current problems but also outlines
strategic guidelines for building a secure, sustainable, and competitive digital environment in
Europe.

The importance of the topic "Cybersecurity Regulation in the European Union — Problems and
Prospects" is evident in both theoretical and practical terms. From a theoretical point of view,
it combines issues of international law and EU law, internal market law, personal data
protection, and national and public security law. Cybersecurity is a dynamic and cross-sectoral
legal matter that requires the development of a comprehensive concept for risk management
and cooperation between institutions at the national, supranational, and global levels.

The practical significance of the topic stems from the need for Member States, including
Bulgaria, to develop effective mechanisms for preventing and responding to cyber threats.
Cyber attacks no longer affect only individual networks or institutions, but pose a threat to
economic stability, public order, and democratic processes. In this sense, the legal framework
for cybersecurity is becoming an integral part of national security and the protection of
citizens' fundamental rights.

The importance of the topic is further enhanced by its strategic potential for the development
of the European Union as a global leader in digital transformation and technological
independence. The creation of a single European cybersecurity framework contributes to
increasing trust in digital services, the stability of the internal market, and the development
of a secure and sustainable digital economy.

Il. General characteristics of the dissertation

The presented dissertation on the topic: "Cybersecurity Regulation in the European Union —
Problems and Prospects" is 270 pages long, including the table of contents, a list of
abbreviations used, terminology used, bibliography, a list of documents and laws used, and a
list of regulatory acts used.



The introduction presents the context, relevance, and significance of the topic, emphasizing
the central role of networks and information systems for the functioning of modern society
and the economy. It points out that digitalization and the rapid introduction of technologies
after the Covid-19 pandemic make cybersecurity a key factor for social and economic stability.
The author points out that despite the progress made, the level of security remains insufficient
due to the lack of the "secure by design" principle and the limited certification of ICT products.
This creates vulnerabilities and mistrust among consumers, as well as the need for
comprehensive legal regulation of cyberspace.

The introduction focuses on the ethical dimensions of cybersecurity — cyber ethics, viewed as
an intersection between law, ethics, and technology. It highlights the importance of European
initiatives in this area — the Cybersecurity Strategy (2020), the NIS and NIS2 Directives, the
creation of ENISA, and the General Data Protection Regulation (GDPR), which form an
integrated system of legal and ethical standards aimed at achieving a balance between
security and the protection of fundamental rights. The lack of a comprehensive study in
Bulgarian scientific literature covering all EU acts regulating cybersecurity is also noted.

The aim and subject of the study are defined as follows: to conduct a comprehensive review
and analysis of the European Union's regulatory and strategic framework in the field of
cybersecurity, including strategies, regulations, and directives, and to identify gaps and
opportunities for improving the legislative framework.

The thesis, objective, and main research tasks related to the collection, systematization, and
analysis of legal acts, the examination of their weaknesses, and the preparation of proposals
de lege ferenda have been formulated. The main thesis is that the EU has made significant
progress in developing cybersecurity legislation, but there are gaps that need to be addressed
by updating and incorporating new threats.

The methodology of the study is presented, based on a teleological, historical,
interdisciplinary, and formal-logical approach, as well as on an analysis of normative acts,
documents, and expert interviews.

The introduction also outlines the expected results — a comprehensive review of EU
cybersecurity legislation, systematisation of acts and assessment of their effectiveness. The
structure of the work is outlined, comprising three main chapters: analysis of strategic
documents, regulations and directives in the field of cybersecurity.

The included glossary of terms is extremely useful and valuable, explaining their meaning.
This helps lawyers and non-specialists to more easily navigate the specifics of cybersecurity.

In the first chapter of the dissertation, entitled "Strategic Documents," the author examines
the main strategic documents of the European Union that form the conceptual framework of
European cybersecurity policy. These are the two EU Cybersecurity Strategies from 2013 and
2020, the Union's Security Strategy, and the Strategy for the Digitalization of Financial
Services.



The dissertation clarifies the role of strategic documents as a basis for long-term planning,
coordination, and priority setting in the field of cybersecurity. The author emphasizes that
through these documents, the European Union aims to ensure a high level of protection for
networks and information systems, increase resilience against cyberattacks, and guarantee a
secure digital environment for citizens and businesses.

The dissertation traces the evolution of strategic thinking within the EU — from the first
Strategy in 2013, which laid the foundations for common principles and priorities, to the
updated Strategy of 2020, which introduces an integrated approach covering the economic,
political, and military aspects of cyber threats. Emphasis is placed on the desire to harmonize
security standards among member states and improve coordination in cross-border incidents.

The dissertation also includes an analysis of the 2015 Digital Single Market Strategy and its
2025 update, aimed at accelerating digital transformation, strengthening the internal market,
and creating a regulatory framework for the ethical and safe use of artificial intelligence.

The author also examines the EU Strategy for the Security Union, which highlights
cyberattacks as a key risk to public and institutional security and emphasizes the formation of
a culture of cybersecurity and cyber hygiene.

The last analyzed Strategy for the Digitalization of Financial Services is presented as a tool for
building a competitive, sustainable, and cyber-secure financial sector based on innovation and
trust.

Therefore, in Chapter One, the author demonstrates a systematic and analytical approach,
outlining the strategic framework through which the European Union consistently develops
and strengthens its cybersecurity policy, integrating technological, legal, and ethical
dimensions.

In the second chapter of the dissertation, entitled "Regulations in the Field of Cybersecurity,"
the author examines and analyzes the main European Union regulations that form the legal
framework for cybersecurity and digital protection. The study focuses on the interrelationship
between cybersecurity, electronic identification, personal data protection, and the
operational resilience of digital technologies.

The author analyzes the Regulation on electronic identification and trust services (elDAS),
which creates a system for secure electronic transactions between citizens, businesses, and
public institutions. The dissertation highlights its role in building trust and efficiency in
electronic services and commerce within the EU internal market.

The author also examines in detail Regulation (EU) 2016/679 (General Data Protection
Regulation — GDPR), which strengthens citizens' rights regarding the processing of personal
data and ensures transparency and security in their use. In this regard, Regulation (EU)
2018/1725, which regulates the processing of personal data by the institutions and bodies of
the European Union and ensures consistency with the provisions of the GDPR, is also analyzed.

The dissertation also includes Regulation (EU) 2017/2394 on cooperation between national
authorities responsible for consumer protection. The author notes its contribution to



strengthening control over cross-border infringements and modernizing interaction between
Member States in the interest of consumers.

Particular attention is paid to Regulation (EU) 2019/796, which establishes a framework for
responding to cyberattacks and introduces restrictive measures against persons or
organizations involved in cyberattacks. The author emphasizes its role in improving the
coordination and preparedness of Member States in the event of cyber incidents.

Another important focus is Regulation (EU) 2019/881 — the so-called Cybersecurity Act, which
strengthens the role of the European Union Agency for Cybersecurity (ENISA) and establishes
a European framework for the certification of ICT products and services. It is seen as a key
instrument for ensuring a high level of trust and resilience in the Union's digital environment.
It is seen as a key instrument for ensuring a high level of trust and resilience in the Union's
digital environment.

The dissertation also analyzes Regulation (EU) 2021/887, which establishes the European
Center for Industrial, Technological, and Research Expertise in Cybersecurity and a network of
national coordination centers. The author emphasizes that these structures strengthen
cooperation, information exchange, and innovation between Member States.

Finally, Regulation (EU) 2022/2554 — the Digital Operational Resilience Act (DORA) — is
examined, which aims to ensure the resilience of the financial sector against cyberattacks by
introducing uniform rules for the security of financial institutions' information systems.

Therefore, the author has successfully systematized and summarized the adopted regulations,
which form a comprehensive and interconnected regulatory framework for cybersecurity in
the European Union. These regulations provide legal, organizational, and technical
mechanisms for protecting personal data, ensuring the security of digital services, and
strengthening the resilience of critical infrastructure.

In the third chapter of the dissertation, entitled "Directives in the field of cybersecurity," the
author analyzes the main European Union directives that regulate the legal, organizational,
and technical aspects of security in the digital space.

The author begins with an analysis of Directive 2009/136/EC, which regulates the processing
of personal data and the protection of privacy in the electronic communications sector. This
directive represents an important step towards modernising the legal framework in the field
of electronic communications, introducing clear rules for the protection of personal data,
strengthening trust in digital services and guaranteeing consumer rights. In the context of
rapidly evolving technologies, it is a key tool for achieving a secure and transparent digital
environment.

The dissertation also examines Directive 2013/40/EU on attacks against information systems,
which harmonises the criminal law of Member States in the fight against cybercrime. It
introduces minimum standards for the criminalization of cyber attacks and emphasizes
cooperation between Member States and international organizations to counter such threats.



The dissertation also analyzes Directive 2007/64/EC on payment services in the internal
market, which aims to harmonize the rules for payment transactions, strengthen consumer
protection, and ensure greater transparency and security in electronic payments. The author
highlights its contribution to the creation of a single market for payment services and the
promotion of competition and innovation in this sector.

The author also examines Directive (EU) 2015/1535 on the procedures for notifying the
European Commission of technical regulations and rules on information society services. It
aims to prevent trade barriers and ensure transparency in the introduction of national
technical requirements, thereby strengthening the internal market of the European Union.

The chapter also includes an analysis of Directive (EU) 2016/680, known as the Directive on
police and judicial cooperation in the field of personal data protection. It strikes a balance
between the need for effective law enforcement and the protection of the fundamental right
to privacy by introducing uniform standards for the processing of personal data by competent
authorities.

The consideration of Directive (EU) 2016/2102 on the accessibility of websites and mobile
applications of public sector bodies also occupies an important place. This directive aims to
achieve greater accessibility to public services, especially for people with disabilities, by
introducing harmonized standards for the operability, reliability, and recognizability of digital
platforms.

The author also focuses on the two key directives in the field of network and information
security — Directive (EU) 2016/1148 and its updated version Directive (EU) 2022/2555. They
are presented as fundamental legal instruments through which a common framework for a
high level of security of networks and information systems is established. They provide for the
establishment of national competent authorities, the development of national cybersecurity
strategies, and enhanced strategic and technical cooperation between Member States.

Directive (EU) 2022/2557 on the resilience of critical entities is also examined, which focuses
on the protection of essential networks and infrastructures against emerging threats arising
from the digitalisation of society and the economy.

The author emphasizes that the directives examined are systematic and complementary in
nature, forming a unified regulatory framework that guarantees a high level of protection for
the digital environment, strengthens the resilience of critical infrastructure, and ensures the
application of uniform standards throughout the European Union. For each of the directives
analyzed, information is provided on its transposition into Bulgarian legislation, which gives
the study a practical focus and increases its applied value.

In the conclusion,the author summarizes the study of European Union legislation in the
field of cybersecurity, systematizing and analyzing strategies, regulations, and directives
adopted since 2000. A comprehensive overview of the legislation is provided, clarifying the
legal framework for cybersecurity and the interrelationships between the individual acts.
Emphasis is placed on new mechanisms for cooperation at Union level, the enhancement of



national capacities, and the introduction of common European rules for the certification and
sanctioning of cyber threats.

The author examines the role of the European Network and Information Security Agency
(ENISA), the new rules in the telecommunications sector, and the creation of the European
certification scheme, emphasizing the importance of "security by design." It is noted that the
legislative acts affect different target groups — citizens, consumers, and operators of essential
services — by raising their awareness and level of protection.

The conclusion of the thesis contains a critical assessment of the complexity and uneven
application of some of the acts, especially the directives, as well as a recommendation for
clearer and more coordinated legislation through cooperation between institutions and
scientific circles.

The doctoral student has completed his final research task by preparing proposals de lege
ferenda both in the individual chapters and summarized in the concluding part. The study is
presented as the first comprehensive and systematic study of European Union secondary law
on cybersecurity in Bulgarian scientific literature.

The doctoral student has also included a bibliography containing 18 sources in Bulgarian and
16 in English. The normative material and other documents used are also listed separately.
Internet sources are also cited. Despite the relatively small number of monographs and
articles used, the bibliography is entirely adequate for the topic and content of the
dissertation. The topic is highly normative and specific, with a focus on the analysis of primary
and secondary European Union law. Therefore, the main source of information is the official
regulations, directives, strategies, and decisions of the European institutions, rather than
voluminous theoretical literature. In this context, the limited bibliography is not a sign of
insufficiency, but of purposefulness and methodological precision. It should also be noted that
cybersecurity is a dynamic and relatively new area of law in which scientific publications,
especially in Bulgarian, are still limited. This makes the selected sources even more valuable,
as they reflect the most current state of the scientific and regulatory framework.

Therefore, the small number of sources does not diminish the scientific value of the work; on
the contrary, it highlights the author's ability to select essential information and build their
argumentation on normatively accurate and conceptually significant documents and
publications.

Ill. Assessment of scientific novelty, scientific and applied contributions

The dissertation is the first comprehensive and systematic study in Bulgarian legal literature
devoted to secondary EuropeanUnion law in the field of cybersecurity. Its novelty lies in its
comprehensive scope and analytical presentation of EU strategies, regulations, and directives,
as well as in its comparative analysis of various strategic documents (2013-2025), which
outlines the evolution of European cybersecurity policy.



The specific scientific and practical contributions that can be distinguished are as follows:

First comprehensive study in Bulgaria on secondary European Union law in the field of
cybersecurity.

Systematization and synthesis of existing European Union strategies, regulations, and
directives, examined in terms of their interrelationship and consistency.

Analysis of the main problems and weaknesses in the current EU regulatory framework
on cybersecurity.

Formulation of specific proposals de lege ferenda in seven areas — updating the legal
framework, harmonising its application in Member States, overcoming legal
uncertainty, strengthening sanctioning mechanisms, strengthening administrative
capacity, developing international cooperation and increasing digital literacy.
Comparative analysis of EU strategic documents in the field of cybersecurity, including
the 2013 and 2020 strategies, as well as those for the digital single market (2015 and
2025).

Interdisciplinary contribution, expressed in the applicability of the results not only in
legal science, but also in technical and information studies, by providing a clear and
systematic overview of the requirements and prospects of cybersecurity in the EU.

A new approach to the presentation of legal acts — summarizing the content of
complex regulatory documents in a way that is accessible to non-lawyers, which helps
to expand the audience and raise legal awareness in this area.

Integration of the analysis of transposition into national legislation — for each directive,
its implementation in Bulgarian law has been tracked, which ensures the practical
value and national perspective of the study.

Tracking the evolution of legislation over time — by comparing different versions of
directives (e.g., 2016/1148 and 2022/2555) and strategies (2015 and 2025), which
reveals trends in the development of cyber regulation.

Focus on the relationship between law and technology — analysis of the challenges
posed by quantum computers, blockchain, and digital currencies, which lays the legal
foundations for future regulations in the EU.

Linking cybersecurity with human rights and personal data protection — examining the
GDPR, elDAS, and other acts in the context of the balance between security and
privacy.

Proposal for the introduction of educational and information policies at EU level —an
innovative element that goes beyond the traditional legal framework and addresses
the social dimension of cybersecurity.

Specific guidelines for improving EU and Member State legislation in the field of
cybersecurity and for establishing an integrated approach to its regulation.

The dissertation is distinguished by its comprehensive, systematic, and complex analysis of
secondary EuropeanUnion law in the field of cybersecurity, combining a normative,
comparative, and applied approach. Its contribution lies not only in the detailed
systematization and analytical interpretation of key European acts, but also in offering



specific, practical solutions for the legislative and institutional improvement of cybersecurity
policy in the European Union and Bulgaria.

IV. Assessment of publications on the topic

The results of the scientific research have reached the scientific community through two
publications on the topic of the dissertation, which have been published. One publication has
been accepted for publication and is awaiting publication.

The first, "Transposition of Directive (EU) 2016/1148 into Bulgarian legislation" (2021), is
devoted to the introduction of the requirements of the aforementioned directive into national
legislation. The second, "Cybersecurity Act" (2022), examines the relevant European Union
regulation, known as the Cybersecurity Act. The third publication, "Comparison between
Directives 2016/1148 and 2022/2555" (in press), presents a comparative analysis of the two
European Parliament and Council directives related to cybersecurity.

The publications demonstrate a consistent scientific focus on researching the legal framework
for cybersecurity in the European Union and its impact on national legislation, contributing to
a deeper understanding of the topic addressed in the dissertation.

V. Critical remarks and recommendations

The dissertation is distinguished by its clearly structured presentation, logical consistency, and
demonstrates in-depth knowledge of the European Union's regulatory framework in the field
of cybersecurity. The work is distinguished by its precise systematization of a significant
volume of strategic and legal documents and the author's ability to cover complex and
multifaceted material in an extremely well-organized manner. Alongside these indisputable
scientific merits, several constructive comments and recommendations can be made with a
view to the further development and improvement of the study.

First, it would be useful in future studies to deepen the comparative analysis by making a more
detailed comparison between EU law and universal international law, such as the acts adopted
within the framework of the UN. This would enrich the study with a global perspective and
assess the extent to which the European cybersecurity model fits into global trends.

Second, the study could be supplemented with a brief overview of the development of the
Bulgarian regulatory framework in the field of cybersecurity in closer connection with the
European one. Such an approach would emphasize the link between supranational and
national law and show the specific effect of European regulations on national practice.

Third, although the bibliographic base is entirely adequate for the subject and objectives of
the study, subsequent work could envisage wider use of international scientific sources,
including reports from research centers and academic publications from other Member
States. This would strengthen the interdisciplinary nature of the study and provide an even
richer comparative context.



In conclusion, the comments made are not critical, but merely constructive in nature. They
aim to highlight the potential for the research to be further developed in an even broader and
more interdisciplinary direction. The dissertation represents a serious and timely contribution
to Bulgarian legal science and can serve as a starting point for future academic and practical
developments in the field of cybersecurity and digital law.

VI. Conclusion

The presented dissertation on "Cybersecurity Regulation in the European Union — Problems
and Perspectives" is a complete, comprehensive, systematic, and analytical study of secondary
European Union law in the field of cybersecurity. The author has demonstrated in-depth
knowledge of the subject matter, logical consistency in the presentation, and the ability to
summarize a large volume of legal and strategic documents.

The work has a clear structure, precise argumentation, and high practical value. The author
distinguishes himself by the way he traces the development of European cybersecurity policy,
identifies the problems of its implementation, and offers specific recommendations de lege
ferenda aimed at improving the regulatory framework and increasing its effectiveness.

The dissertation contains both a theoretical contribution—in the systematization and legal
analysis of numerous EU acts—and a practical contribution—through clearly formulated
proposals for improving legislation and policies in the field of cybersecurity. The study can
serve as a valuable source for both legal science and institutions working in the field of digital
security.

The comments made are constructive in nature and aim to outline the potential for further
development of the topic through more in-depth comparative and empirical analysis.

In conclusion, the dissertation meets all the requirements of the Law on the Development of
Academic Staff and established academic standards. The presented study is a significant
contribution to Bulgarian legal science and can serve as a basis for other future scientific and
practical developments in the field of European and national cyber law. Therefore, | give a
categorical positive assessment and propose that the honourable scientific jury decide to
award Margarita Evgenieva Oisova the educational and scientific degree of "Doctor".
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