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1. AKTYa/iHOCT ¥ 3HAUMMOCT Ha TemaTta

IlpeacTaBeHUAT IMCEPTALMOHER TPY/ € [I0CBETEH Ha U3KIHUHTENHO aKTyalHa TeMa — npasHata
pernamMenTauus Ha kubepcurypuoctta 8 Epponeifickus ¢pio3. B epara Ha JUIHTAIM3AMHATA MPEXOBATE A
uudOPMAIEONHATA CHTYPHOCT HMAT JUTIOYOBO 3HAMEHHWE 33 (YHKUMOHMPAHETO Ha ofinecTeoTo,
UKOHOMMKATA ¥ J{5PKABHHTE HHCTUTYLAY. Bee 1o-ronaMa 4acT oT exe/HesHuTe AeHH0CTH, mybiauamie
yeayrd ¥ GH3Hec TAPOLECHTE pasuuiaT Ha HEGOPMALMOHHU Y KOMYHUKAIHOHHM TEXHOAOTMM.
YpenuyaBatuaT ce opoit kubeparaxy u kubepsarnaxu B rnobaned Mawal nanara npennpueManeTo Ha
aJEKBATHH MEPKH HA HAJHAUKOHATHO HHBO 33 3AIUMTA HA KPATUMHNTE MPeXH, CHCTeMU M AaHHY Ha
HAAHALMOHAIHO HUBO.

TeMata e He caMo HABPEMEHHA, HO Y ¢ TO/IMA HayYHa W IPaKTHHECKa 3HaUUMOCT. B EBporeiickus
ChIO3 OfXa NpHETH HAKOJNKO CTpareryyeckd akra B obmacTra Ha KuOepeurypHocTTa — OT HBPBHR
pceobxBaTen akT xato JupexTuRata 3a Mpexora ¥ uHbopMaumonna curyproct (MHUCL ot 2016 r.), 1o
HAN-HOBWTE HHHLMATHBY KaTo HeifHoTo akTyammswpane ¢ Jmpektusa (EC) 2022/2555 (MMC2),
PernamenTa 3a kubepeurypuocrra (Peraament (EC) 2019/881) n np. Mzcneapaneto Ha Tasy eBOMIOLUA €
OT BaYKHO 3HAYEHUE 3d IPABHATA HAYKA H 38 IPAKTHKATA, Thil KATO 03BO/ABA 1a C€ ONEHAT NOCTUTHATHTE
DE3YNITATH, CHIIECTEYBALIMTE IPONYCKH H IPEAU3BHKATENCTBATA, KAKTO | 4 ce (OPMyNHpaT IPETophKA
3a YCHEBPIIEHCTBANE HA HOpMaTHBHATA ypenba.



JucepranTiata scHo e opmyaupara Tesara, de Makap EC [a e HAIPaBHIT 3HAYMTENHI KPAUKH B
3AKOHOZATENCTBOTO NO KMDEPCHTYPHOCT (Ype3s CTpaterdy, DEriaMeHTh W IUPEKTHBH), BCE OLiE
ChLUECTBYBAT NIPA3HOTH W HEOOXOIMMOCT OT JOWBIHEHNS H aKTyalusaiuy, NPOUKTYBARY OT 10ABaTa Ha
HOBY 3amTaxu B kubeprpocTpancTsoTo. ToBa CXBAllaHe NOAYEPTABA AKTYAAHOCTTA HA M3CHEABAHETO
KHOEPCUTYPHOCTTA € JMHAMUYHA OORACT, B KOSTO NPABHATA PAMKA TpaGBa HENPEKLCHATO 1A JOTOHBA
TEXHHHECKHS HPOTPeC B HOBOBBL3HUKBAlMTE pUcKoBe. TeMara npeacTaBNgBa HOBOCT ¥ HEHEH IIPHHOC 33
Orarapckara npasHa JQOKTPUHA, THHf KATO JOCEra JHMNCEA LWUIOCTHO AKATEMHYHO W3CTEABAHE HA
BIOpUYHOTO TIpaBo #Ha EC OTHOCHO KHOEpCHTYPHOCTTA B TakaBa WMpoOTAa H AbiGounna. JIOKONKOTO
KUBEPCHTYPHOCTTA € MHTEPAMCIMIIIHHAPHE cepa, PAsTIexIAeTo i Ipes IPHIMaTa Ha upasoro HAa EC e
0coGEHD BaXHO M TIONE3HO 3a BBBEX/aHe Ha OGN CTANMAPTH W CIIOAETCHY HeHHOCTH B JIMTWTAIHATA
cpena,

Moie nia ce sakmoun, ue u3GopHT Ha TeMa ¢ 06OCHOBAH 1 HABPEMEHEH. TpyawT anpecupa peansu
HYXOW ~ 34 H3ACHSBAHE Ha CHOKHATA MO3alika OT HOpMATHBHM akroee ma EC B ofnacrra Ha
KUOEPCUIYPHOCTTA ¥ 33 NOJOMAraHe HA IOPUCTH M EKCTIEPTH B pa3bupaHeTo ¥ OPUNAFGHETO UM Ha
PAKTHKA. AKTYATHOCTTA RHYM # OT BKIIOYEHHTE B M3CCIBAHETO Hall-HOBI HOPMATHBHU U3MEHEHHH OT
kpas Ha 2022 T., KOeTo IOKa3Ba CTPEMEk JMCcepTalMATa Aa oBXBaHe Hal-CBBPEMEHHHTE DasBUTRS B
obmacTra, Temara TpATeXaBa ¥ 3HAYAMOCT C OFJNIE] HEPCHEKTHBHOCTTA — H3BOANTE NPENopLEKITe Ha
apTopa OMxa MOIVM Ja TOAKPEeNAT NO-HATATLUIHOTO pa3BHTHE Ha eBpofeficKata NOMMTHKA IO
KHOEPCHTYPHOCT, KAKTO H HAITHOHAIHHTE YCHIHA [0 TPAHCTIOHHpPAHE U NpHIlarase Ha TE3U TOMHTHKY.

2. KpaTtka aHanutiuHa XapakTeprucTika Ha QUCepTaLyMoHHUA TPYA

Aucepranmonnnsit 1pya Ha Maprapura Oliconosa e ¢ ofem or 246 crpamum, or kouto 200
CTpaHULM OCHOBEH TEKCT M 46 CTpaHWIlM NPHIOKERWS W W3ION3BaHA IMTEpaTypa. Crpyxrypao
AUcEpTAllATa ¢ H3Ab[OKaNa B KNACHUCCKH BHI -~ CHABPKA VBOJ, TPH IJaBH, 3ZULOUEHHE, CHCHK Ha
H3MON3BAHUTE M3TOUHUUM M [IPHNOKEHUS. B OCHOBHHS TekcT ca w3nomssaHyd waxz 100 watowHwka,
BIINOYHTENHO HOPMATUBHY akToBe Ha EC, oduuuamsm JokyMeHTH, CTpaTeruy, HayuHy MyGIHKaund u
MHTEPHET pecypcd. lluTupannTe H3TOMHMIM ca akTyanmuu ¥ ofXBalar KakTo IpPaBHH axTOBe, TAKE M
CHBPCMCHAR H3CASTIBAHNA 110 PA3TIeKAAHATA IPOOIEMATHKA, KOETO CBUASTEICTBA 38 33A51004eHOCTTA Ha
IIpOYHBAHETO M NO3HABAHETO HA CHCTOAHHETO HA TeMATHKATA OT CTPaHA Ha JOKTOPAHTKATA.

YBOIBT Ha MCEPTAUMATA FCHO OYepTaBa 00eKTa, [Ipe/MeTa, IeTHTe i 3a1a9uTe Ha H3CTe {BAHETO.
AprymesTipana e HeoOXOAMMOCTTa OT UANOCTER Hperiell Ha 3aKkoHONaTeRcTBoTo Ha EC B chepata Ha
KubBEPCHIYPHOCTTA € Ten HieHTH(UIMpaHe Ha NpoBIEMUTE ¥ TPOIYCKHTE B HETO. QopMyIpana ¢
OCHOBHATA U3CTCAOBATE/ICKA TE3a M Ca HPECTABEHN HIMON3RAHMTE METOAH Ha U3CHEABAHE — IOPHIINYECKH
TENCOJIOTHYEH TIOIXO/, HOTIBIHEH OT KPUTHYCH AHAIH3 HA CHBPEMEHHHTE HAYYHM paspaboTKH 1o TeMara,
HHTEPBIOTA C CKCIEPTH, HCTOPHYSCKH, (JOPMAIHO-NOTHYECKH METOAM (CHHTe3, JETyKIWS) W Jp.
HokropanTtkara e onpejeniia i FPAHUIMTE HA U3CIEABAHETO (FIABHO nepronktT cneg 2000 r.), koero e
YMECTHO fpeiBil OYPHOTO PassrTHE Ha KHGEPOTHONEHINTA UMEHHO HPE3 IIOCEAHNTE IBE AECETHICTHA.
B ysona mipanu BredaTiIeHUe W 3aCETHATHAT MHTEPAMCHUIUIMHAPEH KOHTEKCT — Pasrilexia ce BpB3KaTa
MENXIY TIpaBHHETE HAMEPEHHA Ha KACCPCHTYPHOCTTA H STHUHUTE ACTICKTH {xmbepeTHKa) ¥ ce TIoAYepTABa
3HAYCHHETO Ha CIIOJICACHNTE CTARAAPTH H LIEHHOCTH B rIo0aiM3HpaHoTo KubeprpocTpaneTo. VBogaaTa
YacT ¢ HamucaHa Ha HoOBp aKafieMMUeH CTHN, BRBEAAA YMTATEId B TeMarta W IIOATOTBS TIOYBATA 3a
MOCHEIBAIAR AHATHS.

Hwpsa 2nasa e osarnaeena ,,CTpaTeruyecku AOKYMEHTH™ H ChhpEa I1eT pasnena. B mes ca
pasrieadid METHPH OCHOBHH CTPATCIMY€CKH JoKyMenta Ha Esponelickus ¢bio3 B obnlacrra Ha
xubepcHrypaoctTa. [JucepranTKara 3a004YBa C GHAIM3 HA IHPBATA Crparerus #a EC 3a kuGepcurypHoct



or 2013 r., kosro ouepTaBa BususTa Ha Chlo3a 32 cBoBOAHO M CUIYPHO KHOEPIPOCTPAHCTBO M BLBEK/IA
fleT CTPaTerHuecky NPUOPHTETA 33 HOBUIIABAHE HUBOTO Ha KubepeurypHoCT. Pasriesano e e pallioro
pazsaTHe — akTyanusupanara Crparterns na EC 3a xubepcuryproct ot 2020 r., B xoaro ce orbenssea
3HAYMTE/IHA NPOMSIHE KbM 0-MHTerpupaH MOAXOA H €4 OpPEJIOKEHH KOHKPETHH MEPKH B OTrOBOD Ha
HOBONOABMIMTE ce 3ammaxy. JIOKTopauTKarTa npasy cpasHeHue Mexay crpaterms 2013 n 2020,
U3THKBAMKM [PHEMCTBEHOCTTA M PasiMKuTe (HanpuMmep 3acuieHus (QOKyC BbPXY MKOHOMMHYECKHTE H
BOEHHM aclieXTH Ha 3amnaxute B ctparerus 2020). Ocsen Topa, B riagata ca aHanusupany Crparerusra 3a
Exunen uugpos nazap (2015 r.) u meifnata akryanmsauua mpes 2025 r., xaTo ce axkueHTHpa BBDXY
LEHTPaHATa poisi Ha KUGepCHIypHOCTTA 33 M3TP@WKIAHE Ha jioBepHe CPes rpaxjaaHmTe n OusHeca B
undposure yeayru. Orbenssado e, ue B Bepcusta o 2025 r. nMmCBaT CHEUMANHM TEKCTOBE 3a
kuGePCHTIYPHOCT, KOETO € MHTEPeCeH W3BOJL OTHOCHO NMPHOPUTETUTE KbM MOMEHTa. JAPYT cTpaTernyecky
[OKYMEHT, pasriejan oT aropkara, ¢ CrparerusaTa Ha EC 3a Chio3za na curypuoctra (2020 r.), kbjero ce
no/MepTaBa HeoOXOMMMOCTTa OT AeHCTEHY KaKTO BbB QU3HUCCKATA, TAKA ¥ B ZUTHTARHATA Chepa Cpeuty
lannaxu Karo Tepopu3bM W kubepartaku. [JJOKTOpaHTKaTa yMEJO CEbP3BA TE3u CTPATErHYeCKM BHIMK C
TEMATA HA AMCEPTAUMATA, U3BesKAaNKY 061IMA M3B0/, e Ha Halk-Brcoko HMBO HC 0Ch3HaBA KPUTHUHOCTTE
ua kubepcnrypHOCTIA M NIAHHDA MEPKHM 33 YKpeHBasero H. B Kpas Ha [iaBard ca CHHTE3HpaHH
pe3YTATHTE OT aHAJN3A HA CTPATErHHUTC — HACHTUQHLMPAHH Ca KIIOUOBUTE NPUOPUTETH X NIPOIYCKH,
HanIpuMep Hykaara oT ofiu MUHHMATHH HM3HCKBAHMR 33 KMOEDCHTYPHOCT Ha HAUMOHAJHO HHUBO M
noaoGpena KOOP/MHALNS NPH TpaHCIpaduund uuumaentd. fTspsa rnasa e CTPYKTYpPHpana NOTHYHO,
[HOKa3Ba (I03HABAHE Ha MNONUTHHECKUS KOHTEKCT # HMA TPHHOC upe3 CUCTEMATHIMPAHETO Ha
CTPaTeruHECKHUTE OCHOBH, BbPXY KOUTO CTHIIBA 3AKOHO/ATENCTBOTO.

Bmopa zrasa e osarnasena ,Pernamentu 3 ofnacrra Ha xubepcuryproctra”™ u ofxsaiia ocem
pasiend. B Ta3u HacT AHCEPTAHTKATA PasIIesK/a 10/ pofio oCHOBHUTE pernamMent (PeriaMeHTHY AKToBe)
ua EC, umaniy OTHOWEHYe ¥BM KuOepPCHTYPHOCTTA. 3allousaro € ¢ HopMaTwBHaTa ypenba Ha
ENEXTPOHHATA WASHTHQUKALMS M YNOCTOBEpUTENHMTE YCIAyru — auanusupad e Perament (EC)
Ne 910/2014 (eIDAS), xoiiTo Ch3/JaBd paMKa 33 CHI'YPHH €NIeKTPOHHH TPaH3aKiMK H AOBEpPEeHH YCIyTH B
pamkute Ha EC. ABTOpKaTa N3ThkBa 3HaucHHeTO Ha e[DAS 3a nosnIarane ya I0BEpHETC B HHPOBUTE
B3AMMOJEHCTBHSA, BEAIOUHTENHO 34 rpaxnany, Gmisec u nybnuuwan oprasn. (repn ToBa e pasrienasa
BPBIKATA MEXULY 3alMTATA HA JM4HuTe AauHi ¥ kubepcurypHocTTa. JlOKTOpAHTKATA UPABH aHANU3 Ha
OBuyus pernaMenT OTHOCHO 3alyuTarta Ha JannuTe — GDPR (Pernament (EC) 2016/679), nojueprasaiiky
HETOBATa POJIA 32 YeJHaKBABAHE HA CTAHAAPTHTE 3a CHIypHOCT npu obpaloTaie Ha AMMHHM JaHHH B
umdposa cpefa . Pasrnena e u cneuuamauar Pernamenr (EC) 2018/1725, xoiito ypexna salurara Ha
JAHHHTE [P MHCTHTYLMKTe Ha EC — npaBmiHO e oT4eTeHa TACHATA BPB3Ka Mexay KubepCurypHoCTTa U
3alMTaTa Ha JmuHata uudopmanud. JIOKTOpasTKaTa [IpaBy M3ULIOYHTEHO 3HaYHM aHanu3 Ha Pernament
(EC) 2017/2394 0THOCHO CHTPYIHEYECTROTO MEXTY HAUMOHANHITE OpraHK 34 3alkMTa Ha notpeburtenure,
.AxTa 3a knbepcuryprocTra” (Persiament (EC) 2019/881), Pernament (EC) 2022/2554 (DORA) oTHOCHO
1u(poBaTA ONEPATHBHA YCTOHYHBOCT BBB (MHAHCOBMS CEKTOp — EJHH ChBCEM CKOPOLIEH aKT (MIpHer 8
Kkpas #a 2022 r.), KOHTO ABTOPKATA NPABMIHO ¢ OLEHUIIA KATO PENEBAHTEH — PUHAHCOBATE YCIYIH Ca CHITHO
aurwtanuzupans, a DORA nemu na nopuni TaxHaTa xubepycroiunBocT.

Tpema 2naea HOCH 3ariasueTo  JAupexTHeH B 001acTTa Ha KuOepCHrypHOCTTa™ i e CTPYKTY prpaHa
B aeBeT pasjena. Toea e Hal-00eMHaTa HacT Ha TPY X4, KAT0o B Hes €4 AaHAIIM3MPAHM eAUHANECeT TUPeKTHBH
ua EC, cebp2any ¢ pasnwduy acnexts Ha kubepcurypuocrtra. JloxropadTkaTa 3arnousa ¢ JupexTusa
2002/58/E0 (JlvpexTysa 33 eNeKTPOHHATA HENPUKOCHOBEHOCT, W3MeHeHa ¢ Jupekrura 2009/136/E0),
KOATO YPEXIa 3aLIATATA Ha JHUHNTE JaHHM U HENpPUKOCHOBEHOCTTZ HA KOMYHUKAIMHTE B CEKTOpA HA
ENEKTPOHHHTE ChOOIEHHA. ARTOPKATA NaBa CUHTE3HPAH [IPETIe]l HA ChABPKAHMETO HA M3MEHEHHATA OT
2009 r., xoMTO 3acWiBaT MpaBaTa Ha norpeburendTe M U3MCKBAHMSETZ KbM OIEPATOPHTE (HAID.
EBBEKAAHETO HA M3ACKBAKE 34 ChIVIACHE NP ,,0HCKBHTKH, YBEIOMABAHE IIPY HADYLIEHHA Ha CHIyPHOCTTa
n ap.). [ocouenn ca OCHOBHUTE Lenu — [0-700pa 3aIUMTa Ka JMUHM KHEOT OHNaMH W yKpensase Ha
JopepueTo B udpoBuTe yenyry. Jucepranrkata uientnduigipa npobaemu u cnaboctn B Tasy AUpeKTHea



(Haftp. npeAMIBMKATENCTRA HPE/ IPUARTAHETO # BbB BPb3Ka ¢ OBP30TO TEXHOIOTHYHO PasBUTHE), KOETO
HEMOHCTPUDA  KDATHYCH TIOAX0[. BuocrejcTsMe ca aHaMsupasy nocheioBateldo JIMpexruma
2013/40/EC oTHocHO aTaku cpemty MHGOPMAaLMOWHH CHCTEMU (KWBEpTpeCTHIVIEHNs), HnpexTtusa
2007/64/EO (PSD) oTHocHO nnatexuute youyry, kakto u wa Jupexrusa (EC) 2015/1535 (npouexypa 2a
ipeocTaBade Ha HaGopManus 8 cdepata Ha TEXHUNECKUTE CTAHIAPTY 38 YCIYTHTe Ha HHGOPMALMOHHOTO
oduectro), Hupextusa (EC) 2016/680 (T.map. [{upexrupa 3a 3auTa HA RAHHATE 1IpH OONHHEHCKO B
chaebHo cripyarnuecTso) 1 Jupektusa (EC) 2016/2102 3a 10CTHRHOCTTE HA yebcaitroBeTe u MOGHIHNETE
NPRIOKCHEA Ha NyOIIIHAR CeKTOP.

KyiMyiHaO#ATa Ha TPETA I7laBa € OCBETEHA Ha Hall-BAKHHTE JIMPEKTHBH NpAKo B 061actia Ha
kubepcuryproctTa - Hupextnsa (EC) 2016/1148 ma Emponelickus mapiament # ma ChBeTa (T.Fap.
HMpeKTHBA 3a CHTYPHOCTTA Ha MPEXXHUTE B HHGOpMaLMsTa, s NIS), Cemara e noapobHo pasrnesasa.
HAucepranTkarta 00ACHABA, WE TOBA © WHPBMAT LIOCTEH eBPONCHCKE 3AKOHONATEASH AKT, HelAM
NOCTUTAHE HA BUCOKO 0010 HMBO Ha Mpexoba M updopMmaiuonta curypHoct B Chiosa. M3senenn ca
OCHOBHHTE H3MCKBAHWSA HA JMPEKTHBATA — BCAKA JbPHEBA WICHKA 14 OIIpe/Ieny HALEOHATHN KOMIeTeHTHE
Opran# 110 KHOSpPCHTYPHOCT, 1@ H3rPanmy CKHIM 33 DearupaHe Hpu KOMIIOTEPHH HHLMICHTH
(CERT/CSIRT), ma mpueme Haupouansa CTPATErdst 3a KMOGepCHIYPHOCT, KAKTO U Ja HIeHTHGHONPA
ONEPATOPH HA CHHUIECTBEHM YCIYTH M JOCTABYMUM HA HU(POBM YCIYFR, KOWTO [a CHA3BAT MEPKW 3a
CUTYPHOCT ¥ YBEZIOMABAHE IPU MHUHICHTH. ABTOpKata oTOENA3ka, Ye B PE3YIITAT OT NpHeManeTo Aa NIS1
B EC e nocTHTHATO IOBMIIERRE Ha OGIOTO HIBO Ha KNGEPCHIYPHOCT, HO €A OCTARANN W TIPONYCKH, KOSTO
€ HAMOXRHAO HOCHEBALTN ACHCTBIA,

Ha Bropo macto, aucepraumsara ananusupa Jupexrasa (EC) 2022/2555 (NIS2) — AKTYanuzHpaHus
BAPHAHT Ha IMPEKTABATA 38 MPEXOBa U HHGOPMALKOBHA CHIYPHOCT, NPHET pes aekeMapy 2022 1, kaTo
samecTHTen Ha NIS1. JlokropanTkara npasy cerioctaska mexay NIST u NIS2, nocowsaiixy kax NIS2
Haarpaxia NMpeAlECTBEHHKA CH: pasimpasa o0XBara, kato BoOaBd HOBM CEKTODH M BHIOBE VAIBIMY
CyGeKTH; BBBEXIA TO-CTPOTHM H3MCKBAHUA 3a YNPABICHWE HA DPWCKOBETE M OTYETHOCT, 33CHIIBA
KOOPIAMHANRATA ¥ 0OMeHa Ha HHQOPMAITI MEXKIY AbPIKaBHTE UICHKU; IPeIRHAA TTO-CCPHO3HH CaHKIIMY
upn HecrazBane. lIpaBunHO e ®3ThkHaTo, 4e NIS2 e wacr or ortrosopa wa EC ma mapacteamara
uudposasanma n esomoupanmure kubepsariaxu. B Tpyaa ce nojseprasa, ye NIS2 nem na OTCTPaHK
koncraTupanute cnabocty B NIS! u a2 noeuiM onle noseve HABOTO Ha kubepcurypHoct B Chiosa B
HIHHATE MOIMHAL

Hapen ¢ NISZ2, B micepranusta e pasrnenana u Jupexrusa (EC) 2022/2557 sa yeroRamBOCTTa Ha
kpumirannte cyOexti (CER) . Makap CER 112 e goxycupana nosede Bupxy ¢usuueckara YCTOHYHBOCT Ha
KpATAYHATA HHOPACTPYXTypa, aBTOPKATa IIPABHITHO S BIHCBA B OBIIATA CTpaTerus 3a Ludposa CHIYPHOCT,
otbensBaiikn ue T# gonbisa NIS2 v oTpasspa HeoOXOMMMOCTTA OT MOBWINEHA 3AIMUTA CpeHry HOBUTE
KOMIDICKCHE 381UIaXH, DPeJl KOHTO Ca U3MPaneHy KIIOIOBHTE CEKTOPH B KOHTEKCTA HA IIH(POBH3aIHATA.

XapakTepHo 3a TPETATA [JIABA €, Y€ 33 BCAKA OT dHANM3HPAHNTE JHPEeKTHBH aBTOPKATE NPEACTABS
H HHpOpMauns 32 HEWHOTO TpancHOHHpaHe B OLIrapCcKOTO 3aKOHOIATENCTBO. TORa TipHaBa
AOTBIHATE/HA TpPAKTHYECKA CTOHHOCT Ha u3cneasamero. HampuMep, cnomenaro e we Jlupexrtuea
2016/1148 (NIS1) e TpaHcnionMpaHa B GBITAPCKOTO IPaBo upes 3aKoHa 3a xkubepcuryproer o1 2018 r, 1
ca oBCBHEHN OCHOBHHMTE TTONOXEHNA Ha TO3M 3akoH. [To nojofen Rauuy ca OTOSNA3AHN HAUMOHATHUTE
MEDIH 0 OCTAHANUTE NHPEKTHBA — A ¥ KaK Ca HMITIEMEHTHPAHN B OBATAPCKHTE HOPMATUBHH aKTOBE.
To3n mosxo 1 TokazBa yMeHwe 3a CBbP3IBAHE HA HAHAIMOHATHATA PAMKA C HALMOHATHYS KOHTEKCT, KOETO
€ 0COGEHO HEHHO 32 OUEHKA Ha eheKTHBHOCTTA H HPUAOKUMOCTTA Ha @BPONCHCKITE TIONMTHKY ¥ Hac.

06()61&16}10, TpeTata rpaga NpeaccTaBd UdanOCTeH nperien Ha HHPCKTHBHATA OCHOBRA HA
espor:eﬁcxa’ra KH6C§JCET¥§JHOCT. I{HCGPT&HTK&T&I CHCTEMATHYHO © H3NOXANE CbAbPKaHHETO HA BCCKM AKT,



MASHTHHIMPATA € HEroBHTe Leaun, 00XBar, HPHHOC M HEeJOCTATBLUM, KAKTO H B3auMOAeHCTBHETO MY ©
ocTaHanuTe. B kpas Ha riaparta NOTHUHO crefpa 3alioueHye, B KOETO aBTOPKATA CHHTE3Hpa H3BEAEHUTE
B OPEAXOAHUTE YACTH M3ROIM H NOTEBDKAABA Tezata Ha uicrenpanero. Komcratwpado e, 4e EC e
MOCTHTHAN HARPENBK 4pe3 pa3HoofpasHH 3aKOHOJATENHH MEPKW, HO IpaBHATa pamka Tpabea pa ce
pasBUBa IMHAMUYHO C OFJIe/] IOSBATA HA HOBH TEXHONOTHH M 3annaxy. Juceprantkara ocobeno akieHTupa
BbpXy HeoOXOmUMOCTT2 OT I10-4ECTa aKTYalusauus Ha HOPMATHBHHTE AKTOBE M [POAKIHBHO
uAeHTHDUIHPAHE HA HOBOBB3HMKBALLM PHCKOBE (HalpMMED KBAHTOBMTE KOMIIOTPU KaTo Obaemio
NpeNU3BHKATENCTRO 32 kubepcuryproctra). GopMymupany ca 000bIeHy Hpenopbka de lege ferenda —3a
aKTyanuaupase Ha (paBHATA PAMKA CHPAMO HOBHTS TeXHOJOIHM, 32 HaMaussaHe Ha (parMeHTHpaHoTO
IpUIAraHe B PAsTHYHHTE BPKABH WIEHKH, 32 3aCH/IBAHE HA KOOPIHHAHMATA # 0OMena Ha J00PH IPAKTHKY
¥ Ap. 3AKIKYCHUETO € apryMeHTHPAHO, [TOKA3Ba, Ye NOCTABEHATAa Led € NOCTHIHATA, W SCHO HOCcouBa
OPUPHHANHHES IPHHOC Ha TPyAa: IBPEC IO POJA CHM Y HAC LANOCTHO M3CAE/BAHE HAa €BPOMEHCKOTO
kubep3aKOHOAATEACTEO, PASKPHEAHE Ha HEFOBUTE TEHICHIINY, IpobieMu B BE3MOKHOCTH 38 Pa3BHTHE.

Karo o, ARCepPTANMOHHUAT TPYI HPaBi MHOFO JoDpo BIEUATNEHHE CbC CBOSTA CTPYKTYPA,
[PEUH3HOCT Y H3uepnaTennocT. JIOKTOpaHTKATa JEMOHCTPHPA OTIIHYHA OCBEJOMEHOCT O TeMarHKara,
fopaBK YBEpPEHO ¢ MOHATHHNMSA anapat Ha kubepcurypHocTta M upaporto Ha EC, ymee na aHanusupa u
cuHTe3upa MHGOPMAUMATA OT MHOMKECTBO M3TOYMHMIM. TEKCTHT € HalucaH B aKaJeMUYeH CTHI,
apryMeHTAaLMsATa € [I0CTeJOBATeNH A, a u3BoauTe — ybeauTenHo obocHoBadu. Hamuile e yMeno crueTapaune
Ha ONMCATENHMS OPErie] Ha HOPDMATHBHATA ypeaba ¢ KpHTHUEH aHANM3 Ha HeHHHTe HENOCTATBHUM H
edexrusHocT. Tlo To3M HawuH JHMCEPTAHTKATA [OCTHIA MOCTABEHATZ LN M JOKasBa Tesara cu, 4e
CHIMECTRYBALIATA eBpONEHcKa NpasHa paMka 3a kubepcurypHOCT, Makap U HalpelHala, ce Hyxjae oT
AOTBAHMTENHO YCHEBPUICHCTRAKE, 32 714 OTTOBODPH aAeKBaTHO Ha OBP30NPOMEHALIATE Ce Chela.

3. OueHKa Ha Hay4dHUTE N HaYYHO-NIPUNOXKHUTE NMPUHOCK

[puHocure Ha ABCEPTALIORHNS TpyA Ha Mapraputa Oficonopa MOrar jg ce CHCTEMATH3HDAT B
JBE OCHOBHM HANDABICHMS: HAYYHH (TSOPETHUHE) NPHHOCH M HAYYHO-IPHAGKHE (TIPAKTHHECKH)
HPUHOCH,

Hay4Hu npuHocu

Ha nypso mAacmo, TPYIBT Tpe/CTABIABA HbPBOTO [I0 Poja cu B Obirapckara CrelHanu3upada
AwTepatypa LANOCTHO M3CHEABaHe HA BTOpHYHOTO mparo Ha EC B obnacrra na KMOEpCHTYpPHOCTTA.
}IHCGPTE}HTK&T& € HIBBPLUINTG BOCHATHABAHIO 1O obxsar JIpOy4BaHe, BIMIOMBALILC aHalys Ha 6
cTpaTeryyecky Jokymenta, 8 permamenta u 11 jupextusm Ha EC, cpbpsanu ¢ KubepeurypHOCTTA.
ChIbPKAHMETO HA BCHUKH TE3H aKTOBE € NPEeaACHO B CHHTEIUPaH BHJ, KOSTO YJIeCHSBa PasOupaHeTo UM
1OpH OT YHTATE M M3RBH 0puuveckara obmmoct (Hanp, MT cnenuanacti, KouTo Tpadea ia npunarar
Te3H M3MCKBaHUA). TAKBE WMpox 0OXBAT M CHHTES € 3HAYMM HAy€eH HpUHOC caM 1o cebe cu, TeH KarTo
cHOMpPA HA €O MSCTO pasiiieHaTa HHAYe HOPMAaTMBHA ypeaba, ocurypapaifky ,,roqamaTa KapTuHa na
eaponefickaTta NONNTHKS 33 KUGEPCHIYPHOCT,

Ha emopo macmo, aBTOpKaTa ¢ HANPABHIA OPHIHHANSH CPaBHHTENEH aHANU3 Ha KIFOHOBH
JIOKYMEHTH: RATpAMEp CPaBHEHMETO MexKIy Asete crparerun Ha EC 3a kubepeuryproct (2013 » 2020) u
W3RCHIAHETO HA TEHASHIBUTE W HPOMEHHTE B NOSHTHYCCKHA HOAXOJ; CpaBHEHHETO Mexay Jlupexrtusa
NIS1 » Jlupextusa NISZ v uaesTUHIMPAHETO HA KOHKpeTHHTe NoA0OPeH A H PalliMpeHus B HOBATa
aupekTura. Tesu cpasHe st JOTIPHHACAT KbM Hay4HOTO HO3HAHME, THH KATO OCBET/IABAT ©BOMONKATA HA
KOHUEHUUMTE H npaopureTiTe B pamkute Ha EC.



Ha mpemo macmo, pucepranTkata ¢ MAeHTHOUIMPANa OCHOBHATE npodaeMy U cnaloCcTy BLE
BCCKH OF pasrieflanuTe HOPMATHBHY akToBe U noiutuky. Tosa He e npocto onucarenno nabpossase, a e
000CHOBaHO Upe3 aHANM3 HA [IPAKTHKATA — TIOCOUEHO € JOKOIKO OTACTHITE IBPKABH WIEHKH ¢a yCITelm
Aa TIPUAoIKaT H3ACKBAHHAT], KBS 4 CPEIIHATY TPYAHOCTH, KAKBA H3MEHEHNS 3 HaNoXKeHH Ha HuBo EC
BCIG/CTBHE HA YCTRHOBeHN cnafocTu. Taka TpyabT MMa SCHA KPUTHYHA HACOUEHOCT M MAIH3A UIBLH
PaMKHTE HA KOMIHNAUUA OT TEKCTOBC — 4BTODKATa QOPMHPA CAMOCTOSTETHH M3BOMM OTHOCHO
e(eKTHBHOCTTA HA CHIISCTBYBAIIATA Ypeada.

Ha vemsvpmo micmo, TIPENIOKENH Ca KOHKPETHM Wien de lege ferenda 3a nogoGpenne Ha
eBponelickaTa HopMaTHBHa ype/ 04 iio kubepeuryproet. JloxropanTkata GOpMyiHpa pevna TpelopbKi,
DazMpasl Ha KOHCTATAMMTE OT AHANH3a: HEOOXONHMOCT OT NO-THBKAE MEXARM3BM 3a NEPHOIHYHO
AKTYATU3UPAHE HA 3AKOHOMATRNICTBOTO ¢ OTVIe[l HA MOABSBALIM Ce HOBM TEXHONOIMM (Harp. GIokuelin,
KBAHTOBH KOMITIOTPH) ; yHU(KUUpaHe ¥ W3TUCTBAHC Ha NOHATHATA ¥ MIMCKBAHUATA, 33 1a ce H3berus
HECAHAKBOTO NPUNATaHE B JABPKABATE YIEHKH; 3aCANBAHE HA TPAHCTPAHMYAHUTE KOOPAWHANKOHHH
MEXaHM3MH 1PN KUOEPUHUMIEHTH; HHTEIPUpane Ha KUGEPETMYHM CTAHZAPTH ¥ HOBHILABAHE Ha
OCBELOMEHOCTTA. Te3H NpelopbKH [0Ka3BAT CMIOCOOHOCT 3a MPOTHOCTHYHO MMCACHE M MPHHOC B
TEOPETHYEH TIiaH — MpesAaraT ce HACcOKH 3a Da3BUTHE Ha NIPABOTO, KOWTO MOFTAT Ia OhLIJAT OCHOBA 33
Guaemmp HayTHY ODCHKIAHES W 3aKOHONATEIHY HHIHHATHEY.

He ua nocnedno macmo, Tpabea na ce oT0eNeKH MHTEDAWCUMINHHAPHAST TIPUHOC Ha TPYAA.
Anceprantiara CHUETABA TIPARBHMA AHANH3 C 03HaKmA OT cdepata Ha WHPOPMALHOHHATA CHI'YPHOCT ¥
eTHKATA. BKIIOYBAHETO HA KOHLEMUMATA 3a ,.KuOepeTHKa™ B 06CHLKIAHETO HA ETHUHUTE M [IPABHMUTE
U3MEPEHUA Ha KNOEPCUIyPHOCTTA B CTpaTeruueckaTa pamka Ha EC IeMOHCTPApPa HOBATOPCKH MO0 KbM
TeMara, TMOCTABAHKH % B NIO-WHPOK LEHHOCTER KOHTEKCT. TOBa AOUpPHHACT KuM HaydysHTe nebaty 3a
HEODXOIMMOCTTa OT ChUeTaBaHe Ha TEXHOIOIHIHATE PELIEHNS ¢ CTHYHY 1 IPaBHN TP LT,

Hay4yHOo-NpUNoXHW rnpriHocu

Tpyawr na Maprapura Oifconosa aMa U SCHO H3pA3EHO IPHIMKHO 3HAYEHIE,

Ha nvpso msacmo, CUCTEMATU3AIMATA HA €BPONERCKOTO 3aKOHOAATENCTRO 110 xubepeurypHocT B
CluH TPYJL € IPAKTUHECKO YIeCHEHHE 3a PasIHTHA HENeBH rPYIY ~ IOPHCTH, KOUTO pabOoTAT Wik IPeACTOn
fa paBOTAT 1O BHIPOCHTE Ha KUGEPCUIYPHOCTTA, MOTAT (@ MOM3BAT JUCEPTAIUATA KATO CIIPABOYHMK 32
PEJICBAHTHATE AKTOBE M TEXHWTE OCHOBHH TIONOKEHHS; TEXHHYeCKH excheptit Ho nudopMammonHa
CHIYPHOCT Owxa HaMepiuni B Hed pasbupacMo npencTaBsHe Ha TPARHATE UM 3aIbIKCHAS W pAMKH;
TyGIMYHE OpTRHM W TIONATHUE — KOHCONWIMpaH HW3TOYHWK TpH (OPMApaHE HA TMONHTHKE U
32KOHONPOeKTH B 0fnactra. CaMata aBTOpKa HIPHUHO OTGENA3Ba, Ye CTPEMEKHT I ¢ TPYABT A2 Ghie
TMONE3CH ¥ pazOUpacM He CaMo 3a FOPHCTH, HO ¥ 33 ,,HEIOPUCTH, TEXHHYECKH THIa" i Hopu 3a obUKHOBEHH
norpeburens Ha Hutepuer, KOMTO ca 33CErHaTh OT BBIPOCHTE HA KubepcuryprocTTa. B To3M cMECHNT
AMCEPTANHATA HAThANABA 00pazoBaTenHa M NpakTHYecka GyHKIMA.

Ha credeéawyo macmo, anamusnT HA TPAHCHOHUPAHCTO Ha IOHPEKTHBHTE B HALMOHAIHOTO
3AKOHOAATEIICTBO € LEHEH NPAKTHHECKM TPHHOC. 110 TO3W HauMmH TPYHBT CHIYKH KATO ,MOCT" MEXTY
€BPONEHCKOTO i GLITAPCKOTO NPaBO — [TOKA3Ra KbI¢ BRITApHs CTOM B MPUIATAHETO HA MIUCKBAHKATA, KO
JMPEKTHBY BEHE Ca WMIVIEMEHTHpaHU (Hanpumep vpes 3akoHa 3a kubepcuryprocT, 3aKoHa s3a
CACKTPOHHOTO YHpPAaBleHHE, W3MCHCHHA B CEKTOPHH 3aKOHH W AP.), ¥ JaH ¥Ma H0CTaBaNe WIH
TpyanocTd. Tosd ¢ NONE3HO 32 HAGMOHANHMTE MHCTHTYLMM, HATOBAPEHH ¢ BLBEXCGIAHETC HA Te3W
HOSHTIEN, ¥ MOKE JIa BOCIYXKH 38 nAeHTAgULIMpane Ha O0TACTH, KOMTO H3UCKBAT ONBIHUTENHY YCHIHA
un¥ UsMeHeHMa y mac. Hanpumep, axko panena gupextssa (xato NIS2) Bce ouwle ¢ B Ipouec Ha




TPAHCHOHNPpaHe, aHa/IM3bT Ha OHCON0BE MOKE 42 OpPHEHTHPA 3aKOHOAATEI] 38 KNIOUOBUTC MOMEHTH, Ha
KOHTO HAa 06’prﬂ‘ BHEMaHHE,

[paxmumecky npunHoc ca W IPeINIOKEHUATa de lege ferenda, KOWTO MMAT KOHKPETHA HACOYEHOCT.
Te Buxa MO A CE W3ROA3IBAT OT eBPONeHCKUTe HHCTUTYLHY ITpy OBl PEBH3NH HA HOPMATHBHATA
ypenba mim NPH U3POTBAHE HA HOBY CTPaTerdy. TIpeoxKeduATa HA JOXTOPAHTKATA, KaTO BIIHOYBAHE Ha
KBAHTOBATA CHI'YPHOCT B NONATHIHTE, HO-1ECTH IPErNedl Ha 3aK0H0AATeACTBOTO, eKCIEpTHY NIanent 1o
JMTHTaNM3aius M Ap. , Ca DealMCTUYHH W M3TBIHUMM Mepku. Makap H dopMyupany obumo, TE
UpedOCTABST KOHCTPYKIMBHI HECOKH, XOWTO NOKa3BaT KpIe ¢a cuaburte MecTa ¥ Kax OMXa MOTHH Ja ce
aapecupat. Topa € LeHeH NPUHOC 33 HPAKTHKATE, 3A1HOTO NPeBeXIa HAYUHHTE H3BOIH B HOTEHLHATHN
JelcTBRA.

Kato yanocmua ouenra MOXKE JIa C8 Kake, Y& HPHHOCHTEe HA JUCePTAHMATA C8 3HAYMMY KaKTo 32
PAsBUTHETO HA HAyYHATA TeOpusl B pasTiexiaHata o6nacT, TA4KA M ¢ HENOCPEJCTBEHA NPAaKIHYecKa
npunokuMocT. TpyasT oforarsasa poxrpuHata ¢ Hopd oboOmenus, knacuukanum umo uAeH, a
CBIUEBPEMEHHO © B ChCTORHHE [1a IIOANOMOTHE NPAKTHYECKHsA IPOLEC HA 3aKOHOTBOPUECTBO 1 IIpHiarase
Ha [paBoTo B chepaTa Ha KUOEPCUTYPHOCTTA.

4. OueHKa Ha nyBnukaummTe no TeMarta Ha OMcepTauMoHHNA TPYL,

Hoxropanrkara Mapraputa Oficon0Ba € IPeJICTABIIA TPH HayYHH Iy OIUKaliK, KOUTO OTpassisar
OCHOBHHTE M3CNEHOBATENCKH TE3W M Pe3yNTaTd oT muceprauuara. Bomuk nyOauKaumy ca TeMATHYHO
CBBp3aHM C AMCEPTALMOHHMS TPYA M NPEeACTABMABAT HacTH 0T H3cie/BaHaTa npobleMatuka, KOero
f10Ka3Ba HOCHACAOBATEHOCT U BHTAKHPAHOCT HA BBTOPKATS C TeMaTa IIpe3 Leus Neprox Ha obysenue.

[Tepsama nybauxayus € HAy4eH TOKNan Ha teMa , Tpancnonupane va Jupextusa (EC) 2016/1148
B GBArAPCKOTO 3aKOHOAATENCTBO", BKMOoveH B cOopuuka ¢ goknami oT X1 HalMOHAHE KOHpEPEHIUA Ha
AoxTopaHTHTe B 061acTTa Ha IpaBauTe Hayxy (2021 ). B Tosy TPYR JOKTOPAHTKATA PASIIeRsa fponeca
00 BbBEAUAHE HA M3HCcksagmara Ha upextusata NIS1 (2016/1148) B HaBHMOHANHOTO [PABC,
aHanu3upaiiky 3aKkoHa 33 KuBePCHTYPHOCT M CBBP3AHUTE [0/133K0HO0BH akToBe. [lydnukauusra orpasipa
YaCTH OT TPETATA IT1aBA HA JUCEPTALMATE, KbAETO C& PAsrIexKuar ANPeKTUBUTE U TAXHOTO IPUNIOKEHHE B
Boarapus. B mes Oficonopa AocTHIa A0 H3BOJM 38 CTENEHTA HA CBLOTBETCTBME HA GBHATapCKoTo
3aKOHOJATENCTBO ¢ eBPONEHCKUTE CTAHIAPTH, NOCOYBa IIpeIU3BHKATENCTBATA (HanpHMep KOOpAVHALUATA
MEACIY HALMOHANENTE KOMIETEHTHM Oprafy, of6xeaTa Ha ONpejeNsHe Ha ONeParopy Ha CbUIECTBEHH
VCAYIH ¥ [Ip.) ¥ TaKa PSKO JOTNPHUHACA 32 HOKA3BAHETO Ha Te3aTa, ve Makap bearapus fa ¢ Tpanclonyupana
NIS1, mpombmxaBatoro passuTye (srocieacTere NIS2) H3nCKBa ZONBIHKTEIHY YCHITHA.

Bmopama nyfruxayus e JOKIaK ,,AKT 33 xubepcurypHocTTa”, npeactased Ha XII nanponanta
xondepeHuns Ha TOKTopanTHTe B ofnactra Ha npapHuTe Hayku (2022 r.). Tozu noknay obxeama ananmusa
na Pernament (EC) 2019/881, noceeren na ENISA 1 ceprudmxanuara no KubepcurypHoCcT » ChUIMIT TO3H
akT e xetaliHo pasriefaH M BbB BTOpA I/asa Ha gucepraumsra. B myGauKauuATa JOKTOpaHTKATa €
M0 OCHOBHHUTE LeAn ¥ NOAMCKEeHMA Ha , AXTa 38 KubepcurypHocTTa", BepoSTHO PasIIexaaik u
I'bPBHTE CTBIKY 1O IIpUiaraseTo My (Thi kato mpe3 2022 r. Beye ca 0411 yCTaHOBEHH HBPBY EBPOIEHCKH
cxemH 3a cepTidrnmpane). To3H AOKNAR € [eHeH, 3ali0T0 NeMOHCTPHPA, Y@ aRTOpKaTa € B TE4YeHHE ¢
HOBOCTHTE M YYACTRA B HAYWHHA IHCKYPC IO THAX OWie Npejid QUHANMINDAHE HA AUCeplalusTa.
MartepuanbT HOJKpenst Te3aTa Ha SUCEPTAauMATd, THH KATO aHanu3upa eguH OT KAIOMOBUIE HOBU
uHcTpymenTy Ha EC 3a NOBHIIABAHE Ha KUMOEPCHUTYPHOCTTA — CEPTHHHMUMPAHETO — U OLCHABA HETOBOTO
3HAYEHHE H HPEeIBIBUKATSICTRA.




Tpemama nybauxayus e ,CbHOCTABKA MexAy IupexTMBHTE 2016/1148 w 2022/2555 wma
Epponefickus napnamenT ¥ Ha CBBeTa”, KOSTO KbM MOMEHTA Ha 10aBaHe HA JOKYMEHTHTC ¢ 1ocoYena
Kkato ,,Tofl mewat™ (pejcToMma sa my6iavkysane, 2024 1.). B rex Olfconosa npasu AupeKtHo cpaBHEHNe
MEXZY CTapaTa ¥ HOBATA JUPEKTHBA 34 MpeXoBa W MHpopMaumonma curypHoct (NIS1 u NIS2),
0000ImaBalika B CUHTE3NPAH B CXONCTBATA W pasmukute, Tasy cTATHA OTPA3ABA MHOIO ACHO HaYYHHA
OPUHOC Ha JUCePTAMATA —~ HMEHHO CHROCTABKATA HA JBATd peXuMa H H3BOJUTE 33 HEOOXOMHMOCTTA OT
npomentt, Ogaksa ce B RyGamKaunaTa apTopkaTa fa € W3THKHAA, 4e ciejl npuemMadeTo Ha NISI e
RHOCTHIHAT RalPeIBK, HO ¢4 OTKPOEHH POIYCKH (orpanudeH obXBaT, HEAOCTATLYHH CAHKIAA, THIICE HA
COMHHY H3MCKBAHUA 33 CUTYPHOCT M Ap.), konro NIS2 aspecipa 4pes pasuMpysane Ha NPUIOKHOTO Tole,
[O-CTPOTM MEPKM W T0-3aCHNeH Hamsop . To3w Tpyd HpakTHUecKW W3BeXKIZAa Ha Npejes njlaH exHa oT
FIABHUTE TE3M HA IWCEPTANUATA - PAIBATHETO HA eBPONEHCKOTO 3aKOHOJATENCTBO IPOFBIKABA
CBOMIONHMOHHO, KATO HOBHTE AKTOBE HAAIDAXKIAT NPenXOAHHTE 33 ITOCTHTaHe Ha TO-BHCOKO HUBO HA
kuSepycToHUHBOCT.

W tpure nyOnuxalun CBUNETENCTBAT, He JOKTOPAHTKATA AKTHBHO & PaboTHIa B 06CEKIana CBOSTa
TeMa B HaYURM QopyMu, nonyyasaiiki, BeposTHO, 00patHa BPB3Ka A BLIMOKHOCT Ia A0YCHBLPLIEHCTER
uicienpanero cu. Te Cvwo Taka Tokassar, He OCHOBHMTE YACTH Ha NMCEpTAuMATa (aHaNM3 Ha
AVPEKTUBUTE, aHAM3 Ha PerTaMeHTHTe) ca OWIM HOLIOKEHH Ha ,IWIOTHO™ NPEACTaBiHEe W KPHTHKE,
KOETO AaBa JOIBIHHTENHa ROCTOBCPHOCT Ha pesyntarure. [lyOnuKaunnTe HANBAHO KOPECTIOHIMpAT ¢
TCMaTa Ha mcepTaupsta, OTPassBaT OCHOBHHMTE M NPUHOCH W €4 B CHABTOPCTRO EIMHCTBEHO C
AOKTOPAHTKATA, KOETO O3HAYARA, 4e T4 CAMOCTOATENNO € pa3paboTiia W NpejCTABANR TEIN PE3YIITATH.
Tosa 0TroBAPS Ha UMCKBAHWATA KHM JOKTOPAHTHTE 34 MIHHMYM MyOIHKAIHY 110 TEMATa H YBEPEHO MOTA
Aa kaxa, 4e NpejCTaBeHATe TPYI0BE NOKPUBAT i JOPH Ha/IrPAKAAT HeoOXONMMUE MUHHMYM.

5. OueHKa Ha aBTopedepaTa

ABTOpedepaThT Ha AMCEPTAUKONRNS TPYJl € U3rOTBEH NIPELH3HO U B CHOTBETCTBAE C YTBLPAEHHTE
H3MCKBAHMA 33 TAKBE BUJI aKalleMIer JokyMenT, CTpyKTypata Ha asropediepara e SCHA — ChThpka 0f1ia
XAPAaKTEPUCTUKA Ha IRCCPTALMATA, BIUL e, IPEAMET, 381a4H, Te3d, MeTOLONOrUSA U OYaKBAHY PE3YITATH,
Cile[iBa ONHCAHUE Ha 00eMa i CTPYKTYDATa Ha CAMHS TPYL IIPEACTABEHH C2 HAKPATKO ChIbPKAHUETO HA
BCSKE I71aBd W 3aKIIOYEHHETO, HAKpas ca M30pOSHU HPUEOCKUTE Ha BICHCIBAHETO W CIUCHKLT HA
DyDbIuKamInTe 10 TeMara.

C orel Ha M3F0KEHOTO, CUMTAM, e aBTOpedepaThT HAMBIHO OTTOBAPS Ha M3MCKBAHWATA 34
akajieMUHer aBTopedepat, CHOPOBOMIANL JOKTOpCKa Auceprauus. Tol € CTPYKTYpHpaH NpaBRIHO,
HAMWCaH € B CTETHAT W SICeH CTHIL, AABa LAI0CTHA TIPEACTARA 34 ChIbPKAHHETO W TIPHHOCHTE Ha TpyIa, 6e3
Aa ce BIyCKa B W3IMIUHM Jetallny. ABTOpedepaTsT YCTIGUIHO W3ITBJIHABA PONSTA CH J@ NpeseHTHpa
HaKpaTKO W3CASIBAHETO M HOCTHKEHNATA Ha ROKTOPAHTKATA, H [10 TA3H HPHIMKA MY AaBaM FIOJ0XKHTENHA
OLEHKA.

6. 3abeniexkkn 1 Npenopbkn

Hucepratmonnuar Tpya na Maprapata Olfconosa npuTekaBa GesCHOPHH IOCTOMHCTBA ~—
aKTyajiHa TeMa, IMPOK o0XBaT, JpN00THHA Ha aHANH3a U ACHO GOPMyNIHpany pesylrrat, Beupekn Tosa,
B LyXa Ha aKalIeMHTHATA KPUTHIHOCT W ¢ Uelt Ob/leiuo Hanrpax/iaHe Ha H3CAeABAHETO (HanpuMep Tipu
nySiuKysane KaTto MoHOrpaduis), CH [O3BOIABAM Ja HAUPARA CIEAHUTE 3abenelkky M KOHCTPYKTHBHA
NpenopLiu:



Omnocwo obxgama na uzciredsaguemo. JIOKTOPARTKATA € BKIOWWNA MHOFO UIMPOK KPBI OT
HOPMATHBHM AKTORE ~ MPAKTHYCCKA BCHYKH BAXHY CTPATErHH, PEITIaMENT] U JHPEKTHEN, MMALIH
AOPH KOCBEHO OTHOWEHMe KuM KubeponryproctTa. To3u BceoOGXBaTeH DOAXOM € HOXBAJICH, HO
KpME PUCK SHATWZBT HA MECTa Ja OCTAaHE He TOJKoBa 3axpndouen. Ha wakom mecta B Tpyada
ONUCATENHOTO NPEACTABIHE HOMMHMPA HAK KPHTHUUHHA aHANN3 0PI OIPOMHMA MAaTepuar 3a
obxsaiane. IlpenopekaTa MU € IpU eBeHTYaNHO MyOMMKyBaHe NOKTOPaHTKata Ja obmucny
(poKycHpaHe BBPXY N0-TECEH KPbI KIIOYOBH aKTOBE Wi IPYOKpaHe 0 TeMAaTHYHN HaIPaB/IeHI
(Banpumep OIENHO PaTIIEXKAAHe HA PaMKATa 32 3aLUMTA HA JAHHKTE, OTHeITHO — HA paMKaTa 32
kpuTH4Hy ¥udPACTPYKTYDH, OTIASAHO — HA HAKA3ATENHOUPABHMTE acTexTH ¥ T.H.). Tosa Ou
I03BOANI0 OLle H0-3aABA00UEH0 N3CIeIBaNe Ha BRTPeIIHNITe BPR3KY B HpoTHROpeuns, 6e3 Aa ce
’KEPTBA ITBIHOTATA.

Omepanuuasane na nonsmuemo , kubepcuzyprocm . B Tpyza nonsgiueto ,kutepourypHoct” e
V3HOM3BAH0 B INMPOK KOHTEKCT, BKHOUBAL) MHOKECTBO CBOBTCTBALLM O0MACTH (HOCTRIHOCT,
EACKTPOHHY YAOCTOBEPUTEAHY YCHYTH, 3a1UMTa Ha HOTpebuTe/IMTe, IVIATEXHN YOIy 1 11p.). Tosa
OTpasiBa PEANHOCTTa, Y& KuOepCHryPHOCTTA NPOHUKBA HABCAKDb 1€, HO 61 Ouno zobpe no-scHo xa
ce oueprae 06XBaTET HA TepMMHa. Hanprmep, SHTATENAT MOXKE 1A C8 3AIIMTA 34110 JlupexTuBara
34 [UIATEXKHUTE YOIyTH MM Ta3y 38 TeXHHYeCKHUTe CTAHAAPTH ¢a PasIiie/lanu TyK — 0DACHeHHeTo
e Hamuue, HO ¢ mMILIMHMTHO. TIpenophuMTeNHO € aBTOpKAaTa M3PMYHO Ja AeuHHpa HIHM
JMCKYTHPA HOHATHETO ,KUOepCHIYPHOCT™ B HAUajoTO Ha TPyAd ¥ a 0OOCHOBE KpHTEpHUHTE, 110
KOMTO peiliasa KoM akToBe ca ,.B ofnactra na xubepeurypHocTra®, Topa OM npeioTBpaTHAO
eBeHTYaIHO 00BbpKBaHE M GH NOACUIHIAC METOAONOTHYHATA PAMKE Ha U3CAEABAHETO.

Banane mexcoy nopvamugen u doxmpunaren ananus. Jfucepraumara € CHIHA B IOPHIMUSCKHE
(HOPMATHBHUN} AHATH3 — JETAHIHO € HPOYUYEHO CHABDPIKGHMETO HA AKTOBETS i KAKBO © HApaneHo
Ha npaktuka. Ha MomenTn ofaue ce yceitja Junca Ha Io-3axpiboueno obcwkiane Ha
JAOKTPHHANHMTE H3TOUHMIIM ¥ HAYYHH BB3TNeaM no temara. Hanpuamep, 6u Ounio nonesHo ga ce
UMTHPa MHEHHETO HA aBTOPH OTHOCHO edekTHsuocTTa Ha NISI wnm KpuTukM OT HayuHata
obumoct keM GDPR B xouTekcra #a kndepeurypuoctra. [penoperaTa My € B JOpPA3BHTA Bepea
Ha TpyIa AOKTOPAHTKATA A3 MHTerpUpa HoBeue CPABHHTEICH AHANMS ¢ MHEHHITA HA YTRBPIEHH
eBpoNeiicKy excrepT W HayvHd paboTHuuy (Hanp. oueHky of ENISA moxmazu, axageMudH#
craTiy 3a NIS2, anamisu Ha NpuiaraHeTo Ha AKra 33 kubepcurypHocTra 1 4p.). Tosa Ou npuaano
oli¢ NO-BUCOKA Hay4yHa cTOHMHOCT H 1M moxasalo OMEIOr ¢ HAMMUHATE JIMTEPArypd, OCBEH ¢
HOPMATHBHHUTE TEKCTOBE.

Ananus na znobansiua kowmexcem. QOKYCHT Ha JUCEPTANHATA e BhPXY NpaBoto Ha EC, koero e
ONpaBJaHO NPEABKI TEMATA ¥ HAYYHATA cnenuamoct. Bee nak, kubepcurypHoctTa e riobanen
npobaem u Gy 6MITO WHTEPECHO Ja C& OTYETAT MEKIYHAPOJHUTE YCHIMA ¥ CTaHIApTH, KOHTO
BAWAAT UM KOpecrionaupar ¢ npasoro va EC. Hanpumep, by sanemenckara koxsenuus Ha Cppeta
Ha Eppona 3a kubepnpectbnroctra, pamiure Ha HATO 3a xnbeporfpana, crampaprare na
ISO/IEC 3a wndopmanmonHa curypHoct, xacokure wa OOH B umdposara chepa u Jp.
TIpernopsunTeNHO € B YBOJA& MM 3aKIFOUSHUETO, MaKap M TeierpadHo, 4a ¢ Halpaps Bpbika
Mexy epponefickara ypeba ¥ MO-IIHPOKUS MEKAYHAPOJEH KOHTEKCT — T0Ba Ou noaueprano
usn0CcTHO pasBupanero, ve yeunnsta Ba EC ca yacT or rrobanHara KapruHa U 4e ChIUecTBYBa
B3aMMOJEHCTRYE MEX/Iy PA3NHYHNTE HUBA HA PARHA perylauus Ha knubepcurypHoCTTa.

K nxpemusayust na Haxou npenopuri de lege ferendal B 38KTIOMATENHATA 4aCT JOKTOPAHTKATa
7AaBa LEHHHN Ipenopbky 3a Opaewy qeficTeud. Haxou oT 1ax obaue ca GopMy IUpAHHE CPABHHTETHO
obuo (hanp. ,,OrpaHUYaBade Ha HeeAHAKBOTO NpHNaraHe™ WM ,JEPHOMMUHN Hpernean Ha
laKkoHOAaTencTROT0Y). BHX npenopkyan B nyUMxamus WM J0KMAZ, OCHOBABalll ce Ha
JAMCEPTALNATA, TE3W HASH [a CE PA3BUAT HO-KOHKPETHO — HAMPUMED, a O IIPEIOKH MEXaHH3bM
33 MOHWTODHHT H& NPHIArAaHETO HA QMPEKTHBMTE PBB BCHUKA AbPiKABy uaeHKM (Moxe bu upes
CHeUMATHA AreHiMg WX PAsMpABAHE MAHHATA HA CHUICCTBYBAmla CTPYKIYpPa), HAM HICT 32
npueMaHe Ha ,.kojtekc™ 3a Kubepcurypsoct Ha HuBo EC, KoiTo Aa 00eMHY OCHOBHUTE NPHHLNIIH,
BMeCTo dparMeHTHpaHo peryiupase. Chito, MpenopeKaTa 33 KBaHIOBUTE KOMIIOTPH € MHOIO



dKTyanHa —~ 61 Mora J1a ce IIOAKPCHN ¢ KOHKPETHKS, KATo NPU3HEB EC na EE_)HHaHCPIp& H3cneaABaHug
B 00MacTTa HA IOCT-KRAHTORATA KpHHTOI"p‘&@)HH H Ja& npHeMe 3aKOHONATENHA WHHIFAaTHBEa 1o
TeMaTa. Taka OPETOPBLENUTC Omxa HpI/IﬂOGHKH MMO-TOMAMA TEXKECT W TPUICKHMOCT,

Haripasenure 3abenexxs Mo-rope B HMKAKLE Ciayuail He OMANOBAKABAT KAMECTBATA M
BOCTOHHCTBATA Ha NUCEPTALMOHHUA TPYL. Te ca HACOYERN eQMHCTBEHO KaTO NPENOPBKU 33 HEFOBOTO
YCBEBPIIEHCTBAHE, aK0 JOKTOPAHTKATA PELIH I3 IO HOPa3BHE U NyONMKYBA KATO AKAKEMUYHO HIaHHE HITH
CEpHs OT CTATHH. B WANOCT TpyALT € Ha BHCOKO HHMBO M 330eleXKHTe TI0-CKOPO UCHAT Ja CTHMYIHpaT
Obiety H3CNEIRAHNA Ha ABTOPKATA B TA3H TONKOBA JMHAMIYHA 06TACT.

7. 3aKkn4eHue

HAuceprauuonnnst Ty ra Mapraputa Esrennesa Olicoa0Ba OTroBaps Ha BCHUKH M3HCKBAHWA 38
ChObPKAHKUE 1 KAYECTRO, HPEIABABAHM KbM JIOKTOPCKH AucepTauuu, Temarta e akTyamHa ¥ 3HayuMa,
paspaboTKaTa MMa #CHO (OPMYTHpaHa Te3d, KOATO € TOTHYeckn M3ABMKAHA H TOCAeTOBATE HO JOKA3aHA
4pes aHamisa. JJokropanTkaTa IeMOHCTpPUPA 33/151004EH0 TIO3HABANE 1A W3CTeABAHATA OfNACT, BiajecHe
Ha (IOHATHHRUA amapaT Ha KHOEPCHIYPHOCTTA W gBPONEHCKOTO MpaBo, KAKTO W yMEHWe Na NpHiara
MOAXOLINM METOIN HA HAYTHO U3C/IeABAHE (AHANU3, CHHTES, CPABHHUTENCH TI0AX0L, HCTOPHUECKY 1 AP.).
MsBommre B Tpyma ca obocHoBawu W yOeIHTENHM, He OCTABAT ChMHEHME OTHOCHO BaiWIHOCTTAa HA
HaydIHHTE TBHPISHUS.

Ocobeno Breuatiehne mpasy MeXAYIMCHHITAHAPHHST TOXXO], HA ABTOPKATA — ChUCTAHHE Ha
[paBHa paMka ¢ TeXHHYECKH # €THYHM acHeKTH —~ KoeTo 0foraTgBa aHalnza | ro NPasy PeieRpanTeH 3a 1o-
WMpoKa ay I TopHs. HayunsTe H Hay THO-IIPUIOKENTE IPUHOCH Ha AHCEPTALMATA ca Ge3CTOpHH: 3a IThPBH
BT y HaC € KapTorpapupaHe W3LANO €RPOTIGHCKOTO 3aKOHOJATENCTBO MO  KUOEPCHI'YPHOCT;
MACHTUQHUAPAHH €A MPasHOTH U Ca TIPEUTOKENN PEIUEHHS; PE3YIITaTHTe MOraT Aa TIOCHY&AT TIPAKO Ha
NpakTuKaTa (3aKOHOTEOPYECKa W TIPABOTIpIIIArala).

Cuuram, 4e NPejCTaBeHUAT TPy HABIHO [IOKPHBA KPUTEPHUTE %4 OPMIHHATHOCT ¥ 3HAYLMOCT.
Jlucepranuara NEMOHCTPHpA TBOpUECKH 3a10%0M HA JOKTOpaHTKata na oGobuiasa u aHanwsupa
KOMIIIEKCHA MATEPUA, KAKTO M [1a reHepHpa Hek 3a HelHOTO pasBHTHE.

B3 ocHOBa Ha BCHUKO H3NOKCHO JaBaM CBOATA IIONOKUTERHA OUEHKA HA JHCePTAIHOHHHS TPYIL.
Ybenena cvm, ye Mapraputa Ofcososa 3aciyxasa 1a i Obje NprHChIeHa ofpasopatenyara ¥ HayyHa
CTeHCH ,,AOKTOP™ Mo IpodecHonanto Hanpasienne 3.6. [Ipaso (HayyHa cremansocT ~Mexgyaapoaso
Npaso w MOXAYHApPOAHK oTHOWeHHZ ). Hpenoppysam Ha yBaxaeMOTe Hay4HO KYpH 1a I'MAcyRa 3a
IPUCHKAANE HA HCKAHATA CTElleH.

07.10.2025 r.

rp. Codus
Ipod. z8. [eopre I'. JAumutpos
(Erexmpoune nodnucano)
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1. Relevance and importance of the topic

The presented dissertation is dedicated to an extremely actual topic — the legal regulation of
cybersecurity in the European Union. In the era of digitalization, network and information security are of
key importance for the functioning of society, the economy and state institutions. An increasing part of
daily activities, public services and business processes rely on information and communication
technologies. The increasing number of cyberattacks and cyberthreats on a global scale necessitates the
adoption of adequate measures at the supranational level to protect critical networks, systems and data at
the supranational level.

The topic is not only timely relevant, but also of great scientific and practical importance. The
European Union has adopted several strategic acts in the field of cybersecurity — from the first
comprehensive act such as the Network and Information Security Directive (NIS1 of 2016), to the latest
initiatives such as its update with Directive (EU) 2022/2555 (NIS2), the Cybersecurity Regulation
(Regulation (EU) 2019/881), etc. The study of this evolution is of great importance for legal science and
practice, as it allows to assess the results achieved, the existing gaps and challenges, as well as to formulate
recommendations for improving the regulatory framework.



The dissertation clearly formulated the thesis that although the EU has made significant strides in
cybersecurity legislation (through strategies, regulations and directives), there are still gaps and a need for
additions and updates, dictated by the emergence of new threats in cyberspace. This understanding
emphasizes the relevance of the study — cybersecurity is a dynamic area in which the legal framework must
constantly catch up with technical progress and emerging risks. The topic represents a novelty and a
valuable contribution to Bulgarian legal doctrine, as there has been no comprehensive academic study of
EU secondary law on cybersecurity in such breadth and depth. Since cybersecurity is an interdisciplinary
field, examining it through the prism of EU law is particularly important and useful for introducing common
standards and shared values in the digital environment.

It can be concluded that the choice of topic is justified and timely elaborated. The work addresses
real needs — to clarify the complex mosaic of EU regulatory acts in the field of cybersecurity and to assist
lawyers and experts in understanding and applying them in practice. The relevance is also evident from the
latest regulatory amendments from the end of 2022 included in the study, which shows the dissertation's
desire to cover the latest developments in the field. The topic is also significant in terms of its prospects —
the author's conclusions and recommendations could support the further development of European
cybersecurity policy, as well as national efforts to transpose and implement these policies.

2. Brief analytical description of the dissertation work

Margarita Oysolova's dissertation has a volume of 270 pages, of which 252 pages are the main text
and 46 pages are appendices and used literature. Structurally, the dissertation is in a classic form - it contains
an introduction, three chapters, a conclusion, a list of sources used and appendices. The main text uses over
100 sources, including EU regulatory acts, official documents, strategies, scientific publications and
Internet resources. The cited sources are up-to-date and cover both legal acts and contemporary research on
the issue under consideration, which testifies to the depth of the research and knowledge of the state of the
subject by the doctoral student.

The introduction of the dissertation clearly outlines the object, subject, goals and objectives of the
study. The need for a comprehensive review of EU legislation in the field of cybersecurity is argued in
order to identify the problems and gaps in it. The main research thesis is formulated and the research
methods used are presented - a legal teleological approach, supplemented by a critical analysis of modern
scientific developments on the topic, interviews with experts, historical, formal-logical methods (synthesis,
deduction), etc. The doctoral student has also defined the boundaries of the study (mainly the period after
2000), which is appropriate given the rapid development of cyber relations in the last two decades. The
interdisciplinary context involved is also impressive in the introduction - the relationship between the legal
dimensions of cybersecurity and ethical aspects (cyberethics) is examined and the importance of shared
standards and values in globalized cyberspace is emphasized. The introductory part is written in a good
academic style, introduces the reader to the topic and prepares the ground for the subsequent analysis.

Chapter One is entitled “Strategic Documents” and contains five sections. It examines four main
strategic documents of the European Union in the field of cybersecurity. The doctoral candidate begins with
an analysis of the first EU Cybersecurity Strategy from 2013, which outlines the Union’s vision for a free
and secure cyberspace and introduces five strategic priorities for increasing the level of cybersecurity. The
next development is examined — the updated EU Cybersecurity Strategy from 2020, which notes a
significant shift towards a more integrated approach and proposes specific measures in response to newly
emerging threats. The doctoral candidate makes a comparison between the 2013 and 2020 strategies,
highlighting the continuity and differences (e.g. the increased focus on the economic and military aspects
of threats in the 2020 strategy). In addition, the chapter analyses the Digital Single Market Strategy (2015)
and its update in 2025, focusing on the central role of cybersecurity in building trust among citizens and



businesses in digital services. It is noted that the 2025 version lacks specific texts on cybersecurity, which
is an interesting conclusion about the priorities at the moment. Another strategic document reviewed by the
author is the EU Security Union Strategy (2020), which emphasizes the need for action in both the physical
and digital spheres against threats such as terrorism and cyberattacks. The doctoral candidate skillfully
connects these strategic visions with the topic of the dissertation, drawing the general conclusion that at the
highest level the EU is aware of the criticality of cybersecurity and is planning measures to strengthen it.
The end of the chapter synthesizes the results of the analysis of the strategies — identifying key priorities
and gaps, such as the need for common minimum requirements for cybersecurity at national level and
improved coordination in cross-border incidents. The first chapter is structured logically, demonstrates
knowledge of the political context and contributes by systematizing the strategic foundations on which the
legislation is based.

Chapter Two is entitled "Cybersecurity Regulations" and covers eight sections. In this part, the
doctoral candidate examines in detail the main EU regulations (regulatory acts) relevant to cybersecurity.
It began with the regulatory framework for electronic identification and authentication services - Regulation
(EU) No 910/2014 (eIDAS) was analyzed, which creates a framework for secure electronic transactions
and trusted services within the EU. The author highlights the importance of eIDAS for increasing trust in
digital interactions, including for citizens, businesses and public authorities. Then, the relationship between
personal data protection and cybersecurity is examined. The doctoral candidate analyzes the General Data
Protection Regulation - GDPR (Regulation (EU) 2016/679), emphasizing its role in unifying security
standards for the processing of personal data in a digital environment. The special Regulation (EU)
2018/1725, which regulates data protection in the EU institutions, is also examined — the close connection
between cybersecurity and the protection of personal information is correctly taken into account. The
doctoral student makes an extremely significant analysis of Regulation (EU) 2017/2394 on cooperation
between national consumer protection authorities, the "Cybersecurity Act" (Regulation (EU) 2019/881),
Regulation (EU) 2022/2554 (DORA) on digital operational resilience in the financial sector —a very recent
act (adopted at the end of 2022), which the author correctly assessed as relevant — financial services are
highly digitalized, and DORA aims to increase their cyber resilience.

Chapter Three is entitled “Cybersecurity Directives” and is structured in nine sections. This is the
most voluminous part of the work, analyzing eleven EU directives related to various aspects of
cybersecurity. The doctoral student begins with Directive 2002/58/EC (ePrivacy Directive, amended by
Directive 2009/136/EC), which regulates the protection of personal data and the privacy of communications
in the electronic communications sector. The author provides a synthesized overview of the content of the
2009 amendments, which strengthen users’ rights and requirements for operators (e.g. the introduction of
a consent requirement for cookies, notification of security breaches, etc.). The main objectives are stated —
better protection of online privacy and strengthening trust in digital services. The doctoral student identifies
problems and weaknesses in this directive (e.g. challenges to its implementation in connection with rapid
technological development), which demonstrates a critical approach. Subsequently, Directive 2013/40/EU
on attacks against information systems (cybercrime), Directive 2007/64/EC (PSD) on payment services, as
well as Directive (EU) 2015/1535 (procedure for the provision of information in the field of technical
standards for information society services), Directive (EU) 2016/680 (the so-called Data Protection
Directive in the field of police and judicial cooperation) and Directive (EU) 2016/2102 on the accessibility
of public sector websites and mobile applications were analyzed in sequence.

The culmination of the third chapter is dedicated to the most important directives directly in the
field of cybersecurity - Directive (EU) 2016/1148 of the European Parliament and of the Council (the so-
called Network and Information Security Directive, or NIS1). It is examined in detail. The dissertation
explains that this is the first comprehensive European legislative act aimed at achieving a high common
level of network and information security in the Union. The main requirements of the directive are outlined
- each Member State must designate national competent authorities for cybersecurity, establish computer



incident response teams (CERT/CSIRT), adopt a national cybersecurity strategy, and identify operators of
essential services and digital service providers that must comply with security and incident notification
measures. The author notes that as a result of the adoption of NIS1 in the EU, an increase in the general
level of cybersecurity has been achieved, but gaps also remain, which necessitated follow-up actions.

Secondly, the dissertation analyses Directive (EU) 2022/2555 (NIS2) — the updated version of the
Network and Information Security Directive, adopted in December 2022 as a replacement for NIS1. The
doctoral student makes a comparison between NIS1 and NIS2, pointing out how NIS2 builds on its
predecessor: expands the scope by adding new sectors and types of vulnerable entities; introduces stricter
requirements for risk management and accountability; strengthens coordination and information exchange
between Member States; provides for more serious sanctions for non-compliance. It is rightly pointed out
that NIS2 is part of the EU’s response to increasing digitalisation and evolving cyber threats. The paper
emphasises that NIS2 aims to address the weaknesses identified in NIS1 and to further enhance the level of
cybersecurity in the Union in the years to come.

Along with NIS2, the dissertation also examines Directive (EU) 2022/2557 on the resilience of
critical entities (CER). Although CER is more focused on the physical resilience of critical infrastructure,
the author rightly places it within the overall digital security strategy, noting that it complements NIS2 and
reflects the need for increased protection against new complex threats that key sectors face in the context
of digitalization.

It is characteristic of the third chapter that for each of the analyzed directives, the author also
presents information on its transposition into Bulgarian legislation. This gives additional practical value to
the study. For example, it is mentioned that Directive 2016/1148 (NIS1) has been transposed into Bulgarian
law through the Cybersecurity Act of 2018, and the main provisions of this law are discussed. In a similar
way, national measures under the remaining directives are noted - whether and how they have been
implemented in Bulgarian regulations. This approach shows the ability to connect the supranational
framework with the national context, which is particularly valuable for assessing the effectiveness and
applicability of European policies in our country.

In summary, the third chapter provides a comprehensive overview of the directive basis of
European cybersecurity. The dissertation has systematically set out the content of each act, identified its
objectives, scope, contribution and shortcomings, as well as its interaction with the others. At the end of
the chapter, a Conclusion logically follows, in which the author synthesizes the conclusions drawn in the
previous parts and confirms the thesis of the study. It is stated that the EU has made progress through
various legislative measures, but the legal framework must develop dynamically in view of the emergence
of new technologies and threats. The dissertation particularly emphasizes the need for more frequent
updating of regulatory acts and proactive identification of emerging risks (for example, quantum computers
as a future challenge for cybersecurity). General recommendations de lege ferenda are formulated - for
updating the legal framework in relation to new technologies, for reducing fragmented implementation in
different Member States, for strengthening coordination and exchange of good practices, etc. The
conclusion is well-reasoned, shows that the set goal has been achieved, and clearly indicates the original
contribution of the work: the first of its kind in our country, a comprehensive study of European cyber
legislation, revealing its trends, problems, and opportunities for development.

Overall, the dissertation makes a very good impression with its structure, precision and
comprehensiveness. The doctoral student demonstrates excellent awareness of the topic, confidently
handles the conceptual apparatus of cybersecurity and EU law, is able to analyze and synthesize information
from multiple sources. The text is written in an academic style, the argumentation is consistent, and the
conclusions are convincingly substantiated. There is a skillful combination of the descriptive review of the
regulatory framework with a critical analysis of its shortcomings and effectiveness. In this way, the doctoral
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student achieves the set goal and proves her thesis that the existing European legal framework for
cybersecurity, although advanced, needs further improvement in order to adequately respond to the rapidly
changing environment.

3. Evaluation of scientific and applied scientific contributions

The contributions of Margarita Oysolova's dissertation can be systematized in two main areas:
scientific (theoretical) contributions and applied (practical) contributions.

Scientific contributions

First of all, the work represents the first of its kind in Bulgarian specialized literature attempt to
comprehensively study the secondary EU law in the field of cybersecurity. The doctoral candidate has
carried out an impressive study in scope, including an analysis of 6 strategic documents, 8 regulations and
11 EU directives related to cybersecurity. The content of all these acts is presented in a synthesized form,
which facilitates their understanding even by readers outside the legal community (e.g. IT specialists who
have to implement these requirements). Such a broad scope and synthesis is a significant scientific
contribution in itself, as it brings together the otherwise scattered regulatory framework in one place,
providing the “big picture” of European cybersecurity policy.

In second place, the author has made an original comparative analysis of key documents: for
example, the comparison between the two EU cybersecurity strategies (2013 and 2020) and the derivation
of trends and changes in the policy approach; the comparison between the NIS1 Directive and the NIS2
Directive and the identification of specific improvements and extensions in the new directive. These
comparisons contribute to scientific knowledge as they shed light on the evolution of concepts and priorities
within the EU.

In third place, the doctoral candidate has identified the main problems and weaknesses in each of
the reviewed regulatory acts and policies. This is not a simple descriptive enumeration, but is justified by
an analysis of practice — it is indicated to what extent individual member states have managed to implement
the requirements, where difficulties have been encountered, what amendments have been imposed at the
EU level as a result of identified weaknesses. Thus, the work has a clear critical focus and goes beyond the
framework of a compilation of texts — the author forms independent conclusions regarding the effectiveness
of the existing framework.

In fourth place, concrete ideas de lege ferenda for improving the European cybersecurity
framework are proposed. The doctoral student formulates a number of recommendations based on the
findings of the analysis: the need for a more flexible mechanism for periodically updating the legislation in
view of emerging new technologies (e.g. blockchain, qguantum computers); unification and clarification of
concepts and requirements to avoid uneven application in the Member States; strengthening cross-border
coordination mechanisms in cyber incidents; integration of cyber ethics standards and raising awareness.
These recommendations demonstrate an ability for predictive thinking and a contribution in theoretical
terms — guidelines for the development of law are proposed, which can be the basis for future scientific
discussions and legislative initiatives.

Last but not least, the interdisciplinary contribution of the work should be noted. The doctoral
candidate combines legal analysis with knowledge from the field of information security and ethics. The
inclusion of the concept of "cyberethics” and the discussion of the ethical and legal dimensions of
cybersecurity in the EU strategic framework demonstrates an innovative approach to the topic, placing it in



a broader value context. This contributes to the scientific debates on the need to combine technological
solutions with ethical and legal principles.

Scientific and applied contributions

Margarita Oysolova's work also has a clearly expressed applied significance.

First of all, the systematization of European cybersecurity legislation in one work is a practical
convenience for various target groups — lawyers who work or are about to work on cybersecurity issues can
use the dissertation as a reference book for the relevant acts and their basic provisions; technical experts in
information security would find in it a comprehensible presentation of their legal obligations and
frameworks; public authorities and politicians — a consolidated source when forming policies and draft laws
in the field. The author herself explicitly notes that her aim is for the work to be useful and understandable
not only for lawyers, but also for “non-lawyers, technical persons” and even for ordinary Internet users who
are affected by cybersecurity issues. In this sense, the dissertation fulfils an educational and practical
function.

Next, the analysis of the transposition of directives into national legislation is a valuable practical
contribution. In this way, the work serves as a “bridge” between European and Bulgarian law — it shows
where Bulgaria stands in the implementation of the requirements, which directives have already been
implemented (e.g. through the Cybersecurity Act, the E-Government Act, amendments to sectoral laws,
etc.), and whether there are any lags or difficulties. This is useful for national institutions tasked with the
implementation of these policies, and can serve to identify areas that require additional efforts or
amendments in our country. For example, if a directive (such as NIS2) is still in the process of transposition,
Oysolova’s analysis can guide the legislator on the key points to pay attention to.

Practical contribution are also de lege ferenda proposals, which have a specific focus. They could
be used by the European institutions in future revisions of the regulatory framework or in the preparation
of new strategies. The doctoral student's proposals, such as the inclusion of quantum security in policies,
more frequent reviews of legislation, expert panels on digitalization, etc., are realistic and feasible measures.
Although formulated in general terms, they provide constructive guidelines that show where the weak
points are and how they could be addressed. This is a valuable contribution to practice because it translates
scientific conclusions into potential actions.

As an overall assessment, it can be said that the contributions of the dissertation are significant both
for the development of scientific theory in the field under consideration, and with immediate practical
applicability. The work enriches the doctrine with new generalizations, classifications and ideas, and at the
same time is able to support the practical process of lawmaking and law enforcement in the field of
cybersecurity.

4. Evaluation of publications on the topic of the dissertation

Doctoral student Margarita Oysolova has presented three scientific publications that reflect the
main research theses and results of the dissertation. All publications are thematically related to the
dissertation work and represent parts of the researched issues, which shows the author's consistency and
commitment to the topic throughout the entire period of study.

The first publication is a scientific report on the topic "Transposition of Directive (EU) 2016/1148
into Bulgarian legislation"”, included in the collection of reports of the X1 National Conference of Doctoral



Students in the Field of Legal Sciences (2021). In this work, the doctoral student examines the process of
introducing the requirements of Directive NIS1 (2016/1148) into national law, analyzing the Cybersecurity
Act and related by-laws. The publication reflects parts of the third chapter of the dissertation, which
examines the directives and their application in Bulgaria. In it, Oysolova reaches conclusions about the
degree of compliance of Bulgarian legislation with European standards, points out the challenges (e.g.
coordination between national competent authorities, the scope of designation of operators of essential
services, etc.) and thus directly contributes to proving the thesis that although Bulgaria has transposed NIS1,
further development (subsequently NIS2) requires additional efforts.

The second publication is a report "Cybersecurity Act", presented at the X1l National Conference
of Doctoral Students in the Field of Legal Sciences (2022). This report covers the analysis of Regulation
(EU) 2019/881, dedicated to ENISA and cybersecurity certification - this same act is also discussed in detail
in the second chapter of the dissertation. In the publication, the doctoral student has set out the main
objectives and provisions of the "Cybersecurity Act", probably also considering the first steps in its
implementation (since, in 2022 the first European certification schemes were already established). This
report is valuable because it demonstrates that the author is up to date with the latest developments and
participates in the scientific discourse on them even before the dissertation was finalized. The material
supports the thesis of the dissertation, as it analyzes one of the key new EU tools for increasing
cybersecurity - certification - and assesses its importance and challenges.

The third publication is “A Comparison between Directives 2016/1148 and 2022/2555 of the
European Parliament and of the Council”, which at the time of submission of the documents was listed as
forthcoming publication (2024). In it, Oysolova makes a direct comparison between the old and new
Network and Information Security Directives (NIS1 and NIS2), summarizing in a synthesized form the
similarities and differences. This article reflects very clearly the scientific contribution of the dissertation —
namely the comparison of the two regimes and the conclusions on the need for changes. It is expected that
the author will have pointed out in the publication that progress has been made since the adoption of NIS1,
but gaps have been identified (limited scope, insufficient sanctions, lack of uniform security requirements,
etc.), which NIS2 addresses by expanding the scope, stricter measures and increased supervision. This work
practically brings to the fore one of the main theses of the dissertation - the development of European
legislation continues evolutionary, with new acts building on previous ones to achieve a higher level of
cyber resilience.

All three publications testify that the doctoral student has actively worked and discussed her topic
in scientific forums, receiving, presumably, feedback and the opportunity to further improve her research.
They also show that the main parts of the dissertation (analysis of the directives, analysis of the regulations)
were subjected to a “pilot” presentation and criticism, which gives additional credibility to the results. The
publications fully correspond to the topic of the dissertation, reflect her main contributions and are authored
solely by the doctoral student, which means that she independently developed and presented these results.
This meets the requirements for doctoral students for a minimum of publications on the topic and | can
confidently say that the presented works cover and even build on the necessary minimum.

5. Evaluation of the abstract

The abstract of the dissertation is prepared precisely and in accordance with the established
requirements for this type of academic document. The structure of the abstract is clear - it contains a general
description of the dissertation, including the goal, subject, tasks, thesis, methodology and expected results;
a description of the volume and structure of the work itself follows; the content of each chapter and the
conclusion are briefly presented; finally, the contributions of the study and the publications on the topic are
listed.



In view of the above, | believe that the abstract fully meets the requirements for an academic

abstract accompanying a doctoral dissertation. It is structured correctly, written in a concise and clear style,
and provides an overall picture of the content and contributions of the work, without going into unnecessary
details. The abstract successfully fulfills its role of briefly presenting the research and achievements of the
doctoral student, and for this reason | give it a positive assessment.

6. Notes and recommendations

Margarita Oysolova's dissertation has undeniable merits - a topical focus, a wide scope, depth of

analysis and clearly formulated results. However, in the spirit of academic criticality and with the aim of
future upgrading of the research (for example, when publishing as a monograph), | allow myself to make
the following remarks and constructive recommendations:

1.

2.

Regarding the scope of the study. The doctoral student has included a very wide range of regulatory
acts — practically all important strategies, regulations and directives, even indirectly related to
cybersecurity. This comprehensive approach is commendable, but it carries the risk that the analysis
in places will remain less in-depth. In some places in the work, the descriptive presentation
dominates over the critical analysis due to the vast amount of material to cover. My
recommendation is that, if published, the doctoral student should consider focusing on a narrower
range of key acts or grouping them by thematic areas (for example, a separate consideration of the
data protection framework, a separate consideration of the critical infrastructure framework, a
separate consideration of criminal law aspects, etc.). This would allow for an even deeper
examination of the internal connections and contradictions, without sacrificing completeness.
Defining the concept of “cybersecurity”. In the paper, the term “cybersecurity” is used in a broad
context, encompassing many related areas (accessibility, electronic certification services, consumer
protection, payment services, etc.). This reflects the reality that cybersecurity is pervasive, but it
would be good to outline the scope of the term more clearly. For example, the reader may wonder
why the Payment Services Directive or the Technical Standards Directive are considered here — the
explanation is there, but it is implicit. It is advisable for the author to explicitly define or discuss
the term “cybersecurity” at the beginning of the paper and to justify the criteria by which she
decides which acts are “in the field of cybersecurity”. This would prevent possible confusion and
would strengthen the methodological framework of the study.

Balance between normative and doctrinal analysis. The dissertation is strong in legal (normative)
analysis — the content of the acts and what has been done in practice has been studied in detail.
However, at times there is a lack of a more in-depth discussion of the doctrinal sources and
scientific views on the topic. For example, it would be useful to cite the opinion of authors on the
effectiveness of NIS1 or criticisms from the scientific community towards GDPR in the context of
cybersecurity. My recommendation is that in a more developed version of the work, the doctoral
student integrate more comparative analysis with the opinions of established European experts and
researchers (e.g. assessments from ENISA reports, academic articles on NIS2, analyses of the
implementation of the Cybersecurity Act, etc.). This would give it even higher scientific value and
would show a dialogue with the available literature, in addition to the normative texts.

Analysis of the global context. The focus of the dissertation is on EU law, which is justified given
the topic and the scientific specialty. However, cybersecurity is a global issue and it would be
interesting to take into account international efforts and standards that influence or correspond to
EU law. For example, the Council of Europe Budapest Convention on Cybercrime, NATO Cyber
Defense Framework, ISO/IEC standards for information security, UN guidelines in the digital
sphere, etc. It is advisable in the introduction or conclusion, even if telegraphically, to make a
connection between the European framework and the broader international context - this would



fully emphasize the understanding that EU efforts are part of the global picture and that there is
interaction between the different levels of legal regulation of cybersecurity.

5. Specification of some recommendations de lege ferenda. In the concluding part, the doctoral
candidate provides valuable recommendations for future actions. However, some of them are
formulated relatively generally (e.g. “limiting uneven application” or “periodic reviews of
legislation”). I would recommend that in a publication or report based on the dissertation, these
ideas be developed more specifically — for example, proposing a mechanism for monitoring the
implementation of the directives in all member states (perhaps through a special agency or
extending the mandate of an existing structure); or an idea for adopting a cybersecurity “code” at
EU level that would unify the main principles, instead of fragmented regulation. Also, the
recommendation on quantum computers is very relevant — it could be supported with specifics,
such as a call for the EU to fund research in the field of post-quantum cryptography and to adopt a
legislative initiative on the topic. This would give the recommendations greater weight and
applicability.

The remarks made above in no way belittle the qualities and merits of the dissertation work. They
are intended solely as recommendations for its improvement, should the doctoral student decide to further
develop and publish it as an academic publication or a series of articles. Overall, the work is of a high level
and the remarks are rather intended to stimulate future research by the author in this very dynamic field.

7. Conclusion

The dissertation work of Margarita Evgenieva Oysolova meets all the requirements for content and
quality set for doctoral dissertations. The topic is relevant and significant, the work has a clearly formulated
thesis, which is logically sustained and consistently proven through analysis. The doctoral student
demonstrates in-depth knowledge of the research area, mastery of the conceptual apparatus of cybersecurity
and European law, as well as the ability to apply appropriate methods of scientific research (analysis,
synthesis, comparative approach, historical, etc.). The conclusions in the work are justified and convincing,
leaving no doubt about the validity of the scientific statements.

The author's interdisciplinary approach is particularly impressive - a combination of legal
framework with technical and ethical aspects - which enriches the analysis and makes it relevant to a wider
audience. The scientific and applied scientific contributions of the dissertation are undeniable: for the first
time in our country, European cybersecurity legislation has been fully mapped; gaps have been identified
and solutions have been proposed; the results can be directly used in practice (legislative and law
enforcement).

I believe that the presented work fully meets the criteria for originality and significance. The
dissertation demonstrates the doctoral student's creative abilities to summarize and analyze complex
material, as well as to generate ideas for its development.

Based on all the above, | give my positive assessment of the dissertation work. I am convinced that
Margarita Oysolova deserves to be awarded the educational and scientific degree "Doctor" in the
professional field 3.6. Law (scientific specialty "International Law and International Relations™). I
recommend that the esteemed scientific jury vote for awarding the requested degree.

07.10.2025 Sofia
Prof. George G. Dimitrov, PhD, DSc.
(Electronically signed)



