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1. Relevance and importance of the topic 

The presented dissertation is dedicated to an extremely actual topic – the legal regulation of 

cybersecurity in the European Union. In the era of digitalization, network and information security are of 

key importance for the functioning of society, the economy and state institutions. An increasing part of 

daily activities, public services and business processes rely on information and communication 

technologies. The increasing number of cyberattacks and cyberthreats on a global scale necessitates the 

adoption of adequate measures at the supranational level to protect critical networks, systems and data at 

the supranational level. 

The topic is not only timely relevant, but also of great scientific and practical importance. The 

European Union has adopted several strategic acts in the field of cybersecurity – from the first 

comprehensive act such as the Network and Information Security Directive (NIS1 of 2016), to the latest 

initiatives such as its update with Directive (EU) 2022/2555 (NIS2), the Cybersecurity Regulation 

(Regulation (EU) 2019/881), etc. The study of this evolution is of great importance for legal science and 

practice, as it allows to assess the results achieved, the existing gaps and challenges, as well as to formulate 

recommendations for improving the regulatory framework. 
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The dissertation clearly formulated the thesis that although the EU has made significant strides in 

cybersecurity legislation (through strategies, regulations and directives), there are still gaps and a need for 

additions and updates, dictated by the emergence of new threats in cyberspace. This understanding 

emphasizes the relevance of the study – cybersecurity is a dynamic area in which the legal framework must 

constantly catch up with technical progress and emerging risks. The topic represents a novelty and a 

valuable contribution to Bulgarian legal doctrine, as there has been no comprehensive academic study of 

EU secondary law on cybersecurity in such breadth and depth. Since cybersecurity is an interdisciplinary 

field, examining it through the prism of EU law is particularly important and useful for introducing common 

standards and shared values in the digital environment. 

It can be concluded that the choice of topic is justified and timely elaborated. The work addresses 

real needs – to clarify the complex mosaic of EU regulatory acts in the field of cybersecurity and to assist 

lawyers and experts in understanding and applying them in practice. The relevance is also evident from the 

latest regulatory amendments from the end of 2022 included in the study, which shows the dissertation's 

desire to cover the latest developments in the field. The topic is also significant in terms of its prospects – 

the author's conclusions and recommendations could support the further development of European 

cybersecurity policy, as well as national efforts to transpose and implement these policies. 

2. Brief analytical description of the dissertation work 

Margarita Oysolova's dissertation has a volume of 270 pages, of which 252 pages are the main text 

and 46 pages are appendices and used literature. Structurally, the dissertation is in a classic form - it contains 

an introduction, three chapters, a conclusion, a list of sources used and appendices. The main text uses over 

100 sources, including EU regulatory acts, official documents, strategies, scientific publications and 

Internet resources. The cited sources are up-to-date and cover both legal acts and contemporary research on 

the issue under consideration, which testifies to the depth of the research and knowledge of the state of the 

subject by the doctoral student. 

The introduction of the dissertation clearly outlines the object, subject, goals and objectives of the 

study. The need for a comprehensive review of EU legislation in the field of cybersecurity is argued in 

order to identify the problems and gaps in it. The main research thesis is formulated and the research 

methods used are presented - a legal teleological approach, supplemented by a critical analysis of modern 

scientific developments on the topic, interviews with experts, historical, formal-logical methods (synthesis, 

deduction), etc. The doctoral student has also defined the boundaries of the study (mainly the period after 

2000), which is appropriate given the rapid development of cyber relations in the last two decades. The 

interdisciplinary context involved is also impressive in the introduction - the relationship between the legal 

dimensions of cybersecurity and ethical aspects (cyberethics) is examined and the importance of shared 

standards and values in globalized cyberspace is emphasized. The introductory part is written in a good 

academic style, introduces the reader to the topic and prepares the ground for the subsequent analysis. 

Chapter One is entitled “Strategic Documents” and contains five sections. It examines four main 

strategic documents of the European Union in the field of cybersecurity. The doctoral candidate begins with 

an analysis of the first EU Cybersecurity Strategy from 2013, which outlines the Union’s vision for a free 

and secure cyberspace and introduces five strategic priorities for increasing the level of cybersecurity. The 

next development is examined – the updated EU Cybersecurity Strategy from 2020, which notes a 

significant shift towards a more integrated approach and proposes specific measures in response to newly 

emerging threats. The doctoral candidate makes a comparison between the 2013 and 2020 strategies, 

highlighting the continuity and differences (e.g. the increased focus on the economic and military aspects 

of threats in the 2020 strategy). In addition, the chapter analyses the Digital Single Market Strategy (2015) 

and its update in 2025, focusing on the central role of cybersecurity in building trust among citizens and 
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businesses in digital services. It is noted that the 2025 version lacks specific texts on cybersecurity, which 

is an interesting conclusion about the priorities at the moment. Another strategic document reviewed by the 

author is the EU Security Union Strategy (2020), which emphasizes the need for action in both the physical 

and digital spheres against threats such as terrorism and cyberattacks. The doctoral candidate skillfully 

connects these strategic visions with the topic of the dissertation, drawing the general conclusion that at the 

highest level the EU is aware of the criticality of cybersecurity and is planning measures to strengthen it. 

The end of the chapter synthesizes the results of the analysis of the strategies – identifying key priorities 

and gaps, such as the need for common minimum requirements for cybersecurity at national level and 

improved coordination in cross-border incidents. The first chapter is structured logically, demonstrates 

knowledge of the political context and contributes by systematizing the strategic foundations on which the 

legislation is based. 

Chapter Two is entitled "Cybersecurity Regulations" and covers eight sections. In this part, the 

doctoral candidate examines in detail the main EU regulations (regulatory acts) relevant to cybersecurity. 

It began with the regulatory framework for electronic identification and authentication services - Regulation 

(EU) No 910/2014 (eIDAS) was analyzed, which creates a framework for secure electronic transactions 

and trusted services within the EU. The author highlights the importance of eIDAS for increasing trust in 

digital interactions, including for citizens, businesses and public authorities. Then, the relationship between 

personal data protection and cybersecurity is examined. The doctoral candidate analyzes the General Data 

Protection Regulation - GDPR (Regulation (EU) 2016/679), emphasizing its role in unifying security 

standards for the processing of personal data in a digital environment. The special Regulation (EU) 

2018/1725, which regulates data protection in the EU institutions, is also examined – the close connection 

between cybersecurity and the protection of personal information is correctly taken into account. The 

doctoral student makes an extremely significant analysis of Regulation (EU) 2017/2394 on cooperation 

between national consumer protection authorities, the "Cybersecurity Act" (Regulation (EU) 2019/881), 

Regulation (EU) 2022/2554 (DORA) on digital operational resilience in the financial sector – a very recent 

act (adopted at the end of 2022), which the author correctly assessed as relevant – financial services are 

highly digitalized, and DORA aims to increase their cyber resilience. 

Chapter Three is entitled “Cybersecurity Directives” and is structured in nine sections. This is the 

most voluminous part of the work, analyzing eleven EU directives related to various aspects of 

cybersecurity. The doctoral student begins with Directive 2002/58/EC (ePrivacy Directive, amended by 

Directive 2009/136/EC), which regulates the protection of personal data and the privacy of communications 

in the electronic communications sector. The author provides a synthesized overview of the content of the 

2009 amendments, which strengthen users’ rights and requirements for operators (e.g. the introduction of 

a consent requirement for cookies, notification of security breaches, etc.). The main objectives are stated – 

better protection of online privacy and strengthening trust in digital services. The doctoral student identifies 

problems and weaknesses in this directive (e.g. challenges to its implementation in connection with rapid 

technological development), which demonstrates a critical approach. Subsequently, Directive 2013/40/EU 

on attacks against information systems (cybercrime), Directive 2007/64/EC (PSD) on payment services, as 

well as Directive (EU) 2015/1535 (procedure for the provision of information in the field of technical 

standards for information society services), Directive (EU) 2016/680 (the so-called Data Protection 

Directive in the field of police and judicial cooperation) and Directive (EU) 2016/2102 on the accessibility 

of public sector websites and mobile applications were analyzed in sequence. 

The culmination of the third chapter is dedicated to the most important directives directly in the 

field of cybersecurity - Directive (EU) 2016/1148 of the European Parliament and of the Council (the so-

called Network and Information Security Directive, or NIS1). It is examined in detail. The dissertation 

explains that this is the first comprehensive European legislative act aimed at achieving a high common 

level of network and information security in the Union. The main requirements of the directive are outlined 

- each Member State must designate national competent authorities for cybersecurity, establish computer 



 4 

incident response teams (CERT/CSIRT), adopt a national cybersecurity strategy, and identify operators of 

essential services and digital service providers that must comply with security and incident notification 

measures. The author notes that as a result of the adoption of NIS1 in the EU, an increase in the general 

level of cybersecurity has been achieved, but gaps also remain, which necessitated follow-up actions. 

Secondly, the dissertation analyses Directive (EU) 2022/2555 (NIS2) – the updated version of the 

Network and Information Security Directive, adopted in December 2022 as a replacement for NIS1. The 

doctoral student makes a comparison between NIS1 and NIS2, pointing out how NIS2 builds on its 

predecessor: expands the scope by adding new sectors and types of vulnerable entities; introduces stricter 

requirements for risk management and accountability; strengthens coordination and information exchange 

between Member States; provides for more serious sanctions for non-compliance. It is rightly pointed out 

that NIS2 is part of the EU’s response to increasing digitalisation and evolving cyber threats. The paper 

emphasises that NIS2 aims to address the weaknesses identified in NIS1 and to further enhance the level of 

cybersecurity in the Union in the years to come. 

Along with NIS2, the dissertation also examines Directive (EU) 2022/2557 on the resilience of 

critical entities (CER). Although CER is more focused on the physical resilience of critical infrastructure, 

the author rightly places it within the overall digital security strategy, noting that it complements NIS2 and 

reflects the need for increased protection against new complex threats that key sectors face in the context 

of digitalization. 

It is characteristic of the third chapter that for each of the analyzed directives, the author also 

presents information on its transposition into Bulgarian legislation. This gives additional practical value to 

the study. For example, it is mentioned that Directive 2016/1148 (NIS1) has been transposed into Bulgarian 

law through the Cybersecurity Act of 2018, and the main provisions of this law are discussed. In a similar 

way, national measures under the remaining directives are noted - whether and how they have been 

implemented in Bulgarian regulations. This approach shows the ability to connect the supranational 

framework with the national context, which is particularly valuable for assessing the effectiveness and 

applicability of European policies in our country. 

In summary, the third chapter provides a comprehensive overview of the directive basis of 

European cybersecurity. The dissertation has systematically set out the content of each act, identified its 

objectives, scope, contribution and shortcomings, as well as its interaction with the others. At the end of 

the chapter, a Conclusion logically follows, in which the author synthesizes the conclusions drawn in the 

previous parts and confirms the thesis of the study. It is stated that the EU has made progress through 

various legislative measures, but the legal framework must develop dynamically in view of the emergence 

of new technologies and threats. The dissertation particularly emphasizes the need for more frequent 

updating of regulatory acts and proactive identification of emerging risks (for example, quantum computers 

as a future challenge for cybersecurity). General recommendations de lege ferenda are formulated - for 

updating the legal framework in relation to new technologies, for reducing fragmented implementation in 

different Member States, for strengthening coordination and exchange of good practices, etc. The 

conclusion is well-reasoned, shows that the set goal has been achieved, and clearly indicates the original 

contribution of the work: the first of its kind in our country, a comprehensive study of European cyber 

legislation, revealing its trends, problems, and opportunities for development. 

Overall, the dissertation makes a very good impression with its structure, precision and 

comprehensiveness. The doctoral student demonstrates excellent awareness of the topic, confidently 

handles the conceptual apparatus of cybersecurity and EU law, is able to analyze and synthesize information 

from multiple sources. The text is written in an academic style, the argumentation is consistent, and the 

conclusions are convincingly substantiated. There is a skillful combination of the descriptive review of the 

regulatory framework with a critical analysis of its shortcomings and effectiveness. In this way, the doctoral 



 5 

student achieves the set goal and proves her thesis that the existing European legal framework for 

cybersecurity, although advanced, needs further improvement in order to adequately respond to the rapidly 

changing environment. 

3. Evaluation of scientific and applied scientific contributions 

The contributions of Margarita Oysolova's dissertation can be systematized in two main areas: 

scientific (theoretical) contributions and applied (practical) contributions. 

Scientific contributions 

First of all, the work represents the first of its kind in Bulgarian specialized literature attempt to 

comprehensively study the secondary EU law in the field of cybersecurity. The doctoral candidate has 

carried out an impressive study in scope, including an analysis of 6 strategic documents, 8 regulations and 

11 EU directives related to cybersecurity. The content of all these acts is presented in a synthesized form, 

which facilitates their understanding even by readers outside the legal community (e.g. IT specialists who 

have to implement these requirements). Such a broad scope and synthesis is a significant scientific 

contribution in itself, as it brings together the otherwise scattered regulatory framework in one place, 

providing the “big picture” of European cybersecurity policy. 

In second place, the author has made an original comparative analysis of key documents: for 

example, the comparison between the two EU cybersecurity strategies (2013 and 2020) and the derivation 

of trends and changes in the policy approach; the comparison between the NIS1 Directive and the NIS2 

Directive and the identification of specific improvements and extensions in the new directive. These 

comparisons contribute to scientific knowledge as they shed light on the evolution of concepts and priorities 

within the EU. 

In third place, the doctoral candidate has identified the main problems and weaknesses in each of 

the reviewed regulatory acts and policies. This is not a simple descriptive enumeration, but is justified by 

an analysis of practice – it is indicated to what extent individual member states have managed to implement 

the requirements, where difficulties have been encountered, what amendments have been imposed at the 

EU level as a result of identified weaknesses. Thus, the work has a clear critical focus and goes beyond the 

framework of a compilation of texts – the author forms independent conclusions regarding the effectiveness 

of the existing framework. 

In fourth place, concrete ideas de lege ferenda for improving the European cybersecurity 

framework are proposed. The doctoral student formulates a number of recommendations based on the 

findings of the analysis: the need for a more flexible mechanism for periodically updating the legislation in 

view of emerging new technologies (e.g. blockchain, quantum computers); unification and clarification of 

concepts and requirements to avoid uneven application in the Member States; strengthening cross-border 

coordination mechanisms in cyber incidents; integration of cyber ethics standards and raising awareness. 

These recommendations demonstrate an ability for predictive thinking and a contribution in theoretical 

terms – guidelines for the development of law are proposed, which can be the basis for future scientific 

discussions and legislative initiatives. 

Last but not least, the interdisciplinary contribution of the work should be noted. The doctoral 

candidate combines legal analysis with knowledge from the field of information security and ethics. The 

inclusion of the concept of "cyberethics" and the discussion of the ethical and legal dimensions of 

cybersecurity in the EU strategic framework demonstrates an innovative approach to the topic, placing it in 
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a broader value context. This contributes to the scientific debates on the need to combine technological 

solutions with ethical and legal principles. 

Scientific and applied contributions 

Margarita Oysolova's work also has a clearly expressed applied significance. 

First of all, the systematization of European cybersecurity legislation in one work is a practical 

convenience for various target groups – lawyers who work or are about to work on cybersecurity issues can 

use the dissertation as a reference book for the relevant acts and their basic provisions; technical experts in 

information security would find in it a comprehensible presentation of their legal obligations and 

frameworks; public authorities and politicians – a consolidated source when forming policies and draft laws 

in the field. The author herself explicitly notes that her aim is for the work to be useful and understandable 

not only for lawyers, but also for “non-lawyers, technical persons” and even for ordinary Internet users who 

are affected by cybersecurity issues. In this sense, the dissertation fulfils an educational and practical 

function. 

Next, the analysis of the transposition of directives into national legislation is a valuable practical 

contribution. In this way, the work serves as a “bridge” between European and Bulgarian law – it shows 

where Bulgaria stands in the implementation of the requirements, which directives have already been 

implemented (e.g. through the Cybersecurity Act, the E-Government Act, amendments to sectoral laws, 

etc.), and whether there are any lags or difficulties. This is useful for national institutions tasked with the 

implementation of these policies, and can serve to identify areas that require additional efforts or 

amendments in our country. For example, if a directive (such as NIS2) is still in the process of transposition, 

Oysolova’s analysis can guide the legislator on the key points to pay attention to. 

Practical contribution are also de lege ferenda proposals, which have a specific focus. They could 

be used by the European institutions in future revisions of the regulatory framework or in the preparation 

of new strategies. The doctoral student's proposals, such as the inclusion of quantum security in policies, 

more frequent reviews of legislation, expert panels on digitalization, etc., are realistic and feasible measures. 

Although formulated in general terms, they provide constructive guidelines that show where the weak 

points are and how they could be addressed. This is a valuable contribution to practice because it translates 

scientific conclusions into potential actions. 

As an overall assessment, it can be said that the contributions of the dissertation are significant both 

for the development of scientific theory in the field under consideration, and with immediate practical 

applicability. The work enriches the doctrine with new generalizations, classifications and ideas, and at the 

same time is able to support the practical process of lawmaking and law enforcement in the field of 

cybersecurity. 

4. Evaluation of publications on the topic of the dissertation 

Doctoral student Margarita Oysolova has presented three scientific publications that reflect the 

main research theses and results of the dissertation. All publications are thematically related to the 

dissertation work and represent parts of the researched issues, which shows the author's consistency and 

commitment to the topic throughout the entire period of study. 

The first publication is a scientific report on the topic "Transposition of Directive (EU) 2016/1148 

into Bulgarian legislation", included in the collection of reports of the XI National Conference of Doctoral 
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Students in the Field of Legal Sciences (2021). In this work, the doctoral student examines the process of 

introducing the requirements of Directive NIS1 (2016/1148) into national law, analyzing the Cybersecurity 

Act and related by-laws. The publication reflects parts of the third chapter of the dissertation, which 

examines the directives and their application in Bulgaria. In it, Oysolova reaches conclusions about the 

degree of compliance of Bulgarian legislation with European standards, points out the challenges (e.g. 

coordination between national competent authorities, the scope of designation of operators of essential 

services, etc.) and thus directly contributes to proving the thesis that although Bulgaria has transposed NIS1, 

further development (subsequently NIS2) requires additional efforts. 

The second publication is a report "Cybersecurity Act", presented at the XII National Conference 

of Doctoral Students in the Field of Legal Sciences (2022). This report covers the analysis of Regulation 

(EU) 2019/881, dedicated to ENISA and cybersecurity certification - this same act is also discussed in detail 

in the second chapter of the dissertation. In the publication, the doctoral student has set out the main 

objectives and provisions of the "Cybersecurity Act", probably also considering the first steps in its 

implementation (since, in 2022 the first European certification schemes were already established). This 

report is valuable because it demonstrates that the author is up to date with the latest developments and 

participates in the scientific discourse on them even before the dissertation was finalized. The material 

supports the thesis of the dissertation, as it analyzes one of the key new EU tools for increasing 

cybersecurity - certification - and assesses its importance and challenges. 

The third publication is “A Comparison between Directives 2016/1148 and 2022/2555 of the 

European Parliament and of the Council”, which at the time of submission of the documents was listed as 

forthcoming publication (2024). In it, Oysolova makes a direct comparison between the old and new 

Network and Information Security Directives (NIS1 and NIS2), summarizing in a synthesized form the 

similarities and differences. This article reflects very clearly the scientific contribution of the dissertation – 

namely the comparison of the two regimes and the conclusions on the need for changes. It is expected that 

the author will have pointed out in the publication that progress has been made since the adoption of NIS1, 

but gaps have been identified (limited scope, insufficient sanctions, lack of uniform security requirements, 

etc.), which NIS2 addresses by expanding the scope, stricter measures and increased supervision. This work 

practically brings to the fore one of the main theses of the dissertation - the development of European 

legislation continues evolutionary, with new acts building on previous ones to achieve a higher level of 

cyber resilience. 

All three publications testify that the doctoral student has actively worked and discussed her topic 

in scientific forums, receiving, presumably, feedback and the opportunity to further improve her research. 

They also show that the main parts of the dissertation (analysis of the directives, analysis of the regulations) 

were subjected to a “pilot” presentation and criticism, which gives additional credibility to the results. The 

publications fully correspond to the topic of the dissertation, reflect her main contributions and are authored 

solely by the doctoral student, which means that she independently developed and presented these results. 

This meets the requirements for doctoral students for a minimum of publications on the topic and I can 

confidently say that the presented works cover and even build on the necessary minimum. 

5. Evaluation of the abstract 

The abstract of the dissertation is prepared precisely and in accordance with the established 

requirements for this type of academic document. The structure of the abstract is clear - it contains a general 

description of the dissertation, including the goal, subject, tasks, thesis, methodology and expected results; 

a description of the volume and structure of the work itself follows; the content of each chapter and the 

conclusion are briefly presented; finally, the contributions of the study and the publications on the topic are 

listed. 
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In view of the above, I believe that the abstract fully meets the requirements for an academic 

abstract accompanying a doctoral dissertation. It is structured correctly, written in a concise and clear style, 

and provides an overall picture of the content and contributions of the work, without going into unnecessary 

details. The abstract successfully fulfills its role of briefly presenting the research and achievements of the 

doctoral student, and for this reason I give it a positive assessment. 

6. Notes and recommendations 

Margarita Oysolova's dissertation has undeniable merits - a topical focus, a wide scope, depth of 

analysis and clearly formulated results. However, in the spirit of academic criticality and with the aim of 

future upgrading of the research (for example, when publishing as a monograph), I allow myself to make 

the following remarks and constructive recommendations: 

1. Regarding the scope of the study. The doctoral student has included a very wide range of regulatory 

acts – practically all important strategies, regulations and directives, even indirectly related to 

cybersecurity. This comprehensive approach is commendable, but it carries the risk that the analysis 

in places will remain less in-depth. In some places in the work, the descriptive presentation 

dominates over the critical analysis due to the vast amount of material to cover. My 

recommendation is that, if published, the doctoral student should consider focusing on a narrower 

range of key acts or grouping them by thematic areas (for example, a separate consideration of the 

data protection framework, a separate consideration of the critical infrastructure framework, a 

separate consideration of criminal law aspects, etc.). This would allow for an even deeper 

examination of the internal connections and contradictions, without sacrificing completeness. 

2. Defining the concept of “cybersecurity”. In the paper, the term “cybersecurity” is used in a broad 

context, encompassing many related areas (accessibility, electronic certification services, consumer 

protection, payment services, etc.). This reflects the reality that cybersecurity is pervasive, but it 

would be good to outline the scope of the term more clearly. For example, the reader may wonder 

why the Payment Services Directive or the Technical Standards Directive are considered here – the 

explanation is there, but it is implicit. It is advisable for the author to explicitly define or discuss 

the term “cybersecurity” at the beginning of the paper and to justify the criteria by which she 

decides which acts are “in the field of cybersecurity”. This would prevent possible confusion and 

would strengthen the methodological framework of the study. 

3. Balance between normative and doctrinal analysis. The dissertation is strong in legal (normative) 

analysis – the content of the acts and what has been done in practice has been studied in detail. 

However, at times there is a lack of a more in-depth discussion of the doctrinal sources and 

scientific views on the topic. For example, it would be useful to cite the opinion of authors on the 

effectiveness of NIS1 or criticisms from the scientific community towards GDPR in the context of 

cybersecurity. My recommendation is that in a more developed version of the work, the doctoral 

student integrate more comparative analysis with the opinions of established European experts and 

researchers (e.g. assessments from ENISA reports, academic articles on NIS2, analyses of the 

implementation of the Cybersecurity Act, etc.). This would give it even higher scientific value and 

would show a dialogue with the available literature, in addition to the normative texts. 

4. Analysis of the global context. The focus of the dissertation is on EU law, which is justified given 

the topic and the scientific specialty. However, cybersecurity is a global issue and it would be 

interesting to take into account international efforts and standards that influence or correspond to 

EU law. For example, the Council of Europe Budapest Convention on Cybercrime, NATO Cyber 

Defense Framework, ISO/IEC standards for information security, UN guidelines in the digital 

sphere, etc. It is advisable in the introduction or conclusion, even if telegraphically, to make a 

connection between the European framework and the broader international context - this would 
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fully emphasize the understanding that EU efforts are part of the global picture and that there is 

interaction between the different levels of legal regulation of cybersecurity. 

5. Specification of some recommendations de lege ferenda. In the concluding part, the doctoral 

candidate provides valuable recommendations for future actions. However, some of them are 

formulated relatively generally (e.g. “limiting uneven application” or “periodic reviews of 

legislation”). I would recommend that in a publication or report based on the dissertation, these 

ideas be developed more specifically – for example, proposing a mechanism for monitoring the 

implementation of the directives in all member states (perhaps through a special agency or 

extending the mandate of an existing structure); or an idea for adopting a cybersecurity “code” at 

EU level that would unify the main principles, instead of fragmented regulation. Also, the 

recommendation on quantum computers is very relevant – it could be supported with specifics, 

such as a call for the EU to fund research in the field of post-quantum cryptography and to adopt a 

legislative initiative on the topic. This would give the recommendations greater weight and 

applicability. 

The remarks made above in no way belittle the qualities and merits of the dissertation work. They 

are intended solely as recommendations for its improvement, should the doctoral student decide to further 

develop and publish it as an academic publication or a series of articles. Overall, the work is of a high level 

and the remarks are rather intended to stimulate future research by the author in this very dynamic field. 

7. Conclusion 

The dissertation work of Margarita Evgenieva Oysolova meets all the requirements for content and 

quality set for doctoral dissertations. The topic is relevant and significant, the work has a clearly formulated 

thesis, which is logically sustained and consistently proven through analysis. The doctoral student 

demonstrates in-depth knowledge of the research area, mastery of the conceptual apparatus of cybersecurity 

and European law, as well as the ability to apply appropriate methods of scientific research (analysis, 

synthesis, comparative approach, historical, etc.). The conclusions in the work are justified and convincing, 

leaving no doubt about the validity of the scientific statements. 

The author's interdisciplinary approach is particularly impressive - a combination of legal 

framework with technical and ethical aspects - which enriches the analysis and makes it relevant to a wider 

audience. The scientific and applied scientific contributions of the dissertation are undeniable: for the first 

time in our country, European cybersecurity legislation has been fully mapped; gaps have been identified 

and solutions have been proposed; the results can be directly used in practice (legislative and law 

enforcement). 

I believe that the presented work fully meets the criteria for originality and significance. The 

dissertation demonstrates the doctoral student's creative abilities to summarize and analyze complex 

material, as well as to generate ideas for its development. 

Based on all the above, I give my positive assessment of the dissertation work. I am convinced that 

Margarita Oysolova deserves to be awarded the educational and scientific degree "Doctor" in the 

professional field 3.6. Law (scientific specialty "International Law and International Relations"). I 

recommend that the esteemed scientific jury vote for awarding the requested degree. 

07.10.2025 Sofia 

Prof. George G. Dimitrov, PhD, DSc. 

(Electronically signed) 


